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PART I - THE SCHEDULE
SECTION B
SUPPLIES OR SERVICE AND FRICES/COSTS
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ROTE: TJAW 52.216-22 THE MINIMUM FOR CONTRACT F41621-99-D-7700 IS $50,000

YEAR ONE (FROM 20 NOV 1998 THROUGH 19 -NHOV 1999)

1001  LABOR T0 BE AUTHORIZED
NON PERSONAL SERVICES: THE CONTRACTOR SHALL BY INDIVIDUAL ORDERS
PROVIDE TECHNICAL SERVICES IN SUPPORT OF THE ISSUED HERFUNDER

ENGINEERING TECHNICAL SUPPORT SERVICES (ETSS) AFIWC
PROGRAM IN ACCORDANCE WITH THE STATEMENT OF WORK (50W)
ATTACHED HERETO. SPECIFIC TASKS ARE TO BE

PERFORMED UNDER TASK ORDERS TO BE ISSUED PURSUANT TO
AFFARS 5352.216-9001, AWARDING ORDERS UNDER MULTIPLE
AWARD GONTRACTS.

REFER TO TABLE A, ATTACHMENT 1 FOR LARBOR CATEGORY AND APPROFRIATE PRICING
ARRANGEMENTS FOR TSSUANCE OF TASK ORDEERS AND BILLIRG FURFPOSES,

SOTE: ON-SITE RATES ARE APPLICABLE TO WORK PERFORMED AT GOVERNMENT FACILITIES.
OFF-STITE RATES ARE APPLICABLE TO WORK PERFURMED AT CONTRACTOR'S FACILITIES

1001AA  FIRM FIXED PRICE *
1001AR  TIME & MATERIAL
1001AC  COST FLUS FIZED FEE

*#THIS IS THE ONLY CLIN WHICH WILL BE UTILIZED UNDER THE FFP ARRAGEMENT. TRBE
ENTIRE FFP EFFORT SHALL BE REFLECTED IN THIS CLIN.

1002 DATA IN ACCORDANCE WITH DI} FORM 1423 AS NOT SEPARATELY PRICED
REQUIRED BY IRDIVIDUAL TASK ORDERS

1003 TRAVEL *#&
TRAVEL AUTHORIZED UNDER THIS ITEM SHALL TO BE AUTBORIZED
BE RETMBURSED AT GOST, AS LIMITED BY BY INDIVIDUAL ORDERS
FAR 31.205-46(A). A BILLING RATE OF _ ISSUED HEREUNDER

17.5 % APPLIES TO ALL ORDERS.

*AONLY ONE RATE WILL BE USED AND THIS WILL APPLY FOR THE PRIME ARD/OR ALL
TEAM HMEMAERS. 'THIS RATE IS INCLUSIVE OF ANY OR ALL OVERHEADS,
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1004 MATERIALS AND SUBCONTRACTING b TC BE AUTHORIZED

MATERIAL, ARD SUBCONTRAGTING COSTS SHALL BY INDIVIDUAI ORDERS
BY RETMBURSED AT ACTUAL COSTS (WITHOUT ANY IS3UED HEREUNDER

ALLOVANCGE FOR PROFIT OR FEE), IN ACCORDARCE
WITH PAR 31.205-26 AND 31.203-33. A
BILLING RATE OF 4.54 % APPLIES TO ALL ORDEKRS.

*r%(ONLY ONE RATE WILL BE USED ARD THIS WILL APPLY FOR THE FRIME AND/OR ALL
TEAM MEMBERS. THIS RATE IS INCLUSIVE OF ANY OR ALl OVERHEADS.

1005 FEE (APFLICABLE TO COST PLUS FIXED FEE ITEMS ONLY) TO BE NEGOTIATED FOR
THE AMOUNT DUE THE GONTRACTOR FOR EARNED FEER FACH CPF¥ ORDER
AS SPECIFIED IN INDIVIDUAL TASK ORDERS ISSUED TAW
THE TERMS OF THIS CONTRACT. AYPLICABLE FIXED FEE RATE
I8 £%. FEE APPLIES TO COST ONLY, EXCLURING
FACILITIES CAPITAL COST OF MONEY (FCCM). IAW STATUTORY
LIMITS OF 10 USC 2306(D) AND & USC 254 (B) AND
FAR 15.903 (d)(1)(iil), FEE CANNOT EXCEED 10%.
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ITEM  SUPPLIES/SERVICES Q1Y ONIT PRICE  AMOUNT

YEAR TWO (FROM 20 NOV 1999 THROUGH 19 ROV 2000)

2001  LAEBOR TO BE AUTHORIZED
NON PERSONAL SERVICES: THE CONTRACTOR SHALL BY INDIVIDUAL ORDERS
PROVIDE TECHNICAL SERVICES IN SUFPORT OF THE ISSUED HEREUNDER

ENGINEERING TECHNICAL SUPPORT SERVICES (ETSS) AFWIC
PROGRAM IN ACCORDANCE WITH THE STATEMENT OF WORK (S0W)
ATTACHED HERETO. SPECIFIC TASKS-ARE TO BE PERFORMED
UNDER TASK ORDERS TC BE ISSUED PURSUANT TO

AFFARS 5352.216-9001, AWARDING ORDERS UNDER MULTIPLE
AVARD CONTRACTS.

REFER TO TABLE B, ATTACHMENT 1 FOR LABOR CATEGORY AND APPROPRIATE PRICING
ARRANGEMENTS FOR ISSUANCE OF TASK ORDERS AND BILLING PURFOSES.

NOTE: ON-SITE RATES ARE APPFLICABLE TO WORK PERFOMED AT GOVERNMENT FACILITIES,
OFF-SITE RATES ARE APPLICABLE TO WORK PERFORMED AT CONTRACTOR'’S FACILITIES.

2001AA  FIRM FIXED PRICE *
200148 TIME & MATERIAL
2001AC  COST PLUS FIXED FEE

*THIS IS THE ONLY CLIN WHICH WILL BE UTILIZED UNDER THE FFFP ARRAGEMENT. THE
ENTIRE FFP EFFORT SHALL BE REFLECTED IN THE CLIN.

2002 DATA IN ACGORDANCE WITH DD FORM 1423 AS NOT SEPARATELY FRICED
REQUIRED BY INDIVIDUAL TASK ORDERS

2003 TRAVEL ¥
TRAVEL AUTHORIZED UNDER THIS ITEM SHALL TO BE AUTHORIZED
BE RETMBURSED AT COST, AS LIMITED BY BY INDIVIDUAL ORDERS
FAR 31.205-46(A). A BILLING RATE OF ISSUED HEREUNDER

17.5% APPLIES TO ALL ORDERS.

**ONLY ONE RATE WILL BE USED AND THIS WILL APPLY FOR THE PRIME AND/OR ALL
TEAM MEMBERS. THIS RATE IS INCLUSIVE OF ANY OR ALL OVERHEADS.
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004 MATERIALS ARD SUBCONTRACTING bk TO BE AUTHORIZED

MATERIAL AND SUBGONTRACTING COSTS SHALL BY INDIVIDUAL ORDERS
BE REIMBURSED AT ACTUAL COSTS (WITHOUT ANY TSSUED HEREUNDER

ALLOWANCE FOR PROFIT OR FEE), IN ACCORDANCE
WITH FAR 31.205-26 AND 31.205-33. A BILLING
RATE OF 4. 54% APPLIES TO ALL ORDERS,

#xkxONLY ONE RATE WILL BE USED AND THIS WILL APPLY FOR THE FPRIME AND/OR ALL
TEAM MEMBERS. THIS RATE IS INCLUSIVE QF ANY OR ALl OVERHEADS.

2005 FEE (APPLICABLE TO COST PLUS FIXED FEE ITEMS ONLY) TO BE NEGOTIATED FOR
THE AMOUNT DUE THE CONTRACTOR FOR EARNED FEE FACH CPFF ORDER
AS SPECIFIED IN INDIVIDUAL TASK ORDERS ISSUED TAW
THE TERMS OF THIS GONTRACT. AFPLICABLE FIXED FEE RATE
15 6%. FEE APPLIES TO COST ONLY EXCLUDING
FACILITIES CAPITAL COST OF MONEY (FCCM). IAW STATUTORY
LIMITS OF 10 USC 2306(D) AND 4 USC 254 (B) AND
FAR 15,903 (d)(1)(iii), FEE CANNOT EXCEED 10%.
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ITEM  SUPPLIES/SERVICES QTY UNIT PRICE  AMOUNT

YEAR THREE (¥ROM 20 NOV 2000 THROUGE 19 NOV 2001)

3001 LABOR T0 BE AUTHORIZED
NON PERSONAL SERVICES: THE CONTRACTOR SHALL BY INDIVIDUAL ORDERS
PROVIDE TECHNICAL SERVICES IN SUPFORT OF THE ISSUED HEREUNDER

ENGINEERING TECHNICAL SUPPORT SERVICES (ETSS) AFIWC
PROGRAM IN ACCORDANCE WITH THE STATEMENT OF WORK (S0W)
ATTACHED HERETC. SPECIFIC TASKS ARE TO BE PERFORMED
UNDER. TASE ORDERS TO BE ISSUED PURSUANT TO

AFFARS 5352.216-9001, AWARDING ORDERS UNDER MULTIPLE
AWARD GONTRACTS.

REFER TO TABLE ¢, ATTACHMENT 1 FOR LABOR CATEGORY AND APPROPRIATE PRICING
ARRANGEMENTS ¥OR ISSUANCE OF TASK ORDERS AND BILLING FURPOSES.

NOTE: ON-SITE RATES ARE APPLICABLE TO WORK PERFORMED AT GOVERNMENT FACILITIES.
OFF-STTE RATES ARE APPLICABLE TO WORK PERFORMED AT CONTRACTOR'S FACILITIES.
3001AA  FIRM FIXED PRICE *

3001AB TIME & MATERIAL

3001AC  COST PLUS FIXED FEE

#THIS IS THE ONLY CLIN WHICH WILL BE UTILIZED UNDER THE FFP ARRAGEMENT. THE
ENTIRE FFP EFFORT SHALL BE REFLECTED IN THIS CLIN.

Joo2 DATA IN ACCORDANCE WITH DD FORM 1423 AS ROT SEPARATELY PRICED
REQUIRED BY INDIVIDUAL TASK ORDERS

3003 TRAVEL #*
TRAVEL AUTHORIZED UNDER THIS ITEX SHALL TO BE AUTHORIZED ok
BE RETMBURSED AT COST AS LIMITED BY BY INDIVIDUAL QRDERS
FAR 31.205-46¢A). A BILLING RATE OF ISSUED HEREUNDER

17.5% APPLIES TO ALL ORDERS.

*kONLY ONE RATE WILL BE USED AND THIS WILL APPLY FOR THE PRIME AND/OR ALL
TEAM MEMBERS. THIS RATE IS INCLUSIVE OF ARY OR ALL QVERHEADS.
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31004 MATERTALS AND BUBCONTRACTING ik TO BE AUTHORIZED
HATERIAL AND SUBCONTRACTING COSTS SHALL BY IRDIVIDUAL ORDERS
BE REIMBURSED AT ACTUAL COSTS (WITHOUT ANY ISSUED HEREUNDER

ALLOVANCE FOR FROFIT OR FEE), IN ACCORDAKRCE
WITH FAR 31.205-26 AND 31.205-33. A
BILLING RATE OF 4.54% APPLIES TO ALL ORDERS.

*AkONLY ONE RATE WILL, BE USED AND THIS WILL APFLY FOR THE PRIME AND/OR ALL
TEAM MEMBERS. THIS RATE IS INCLUSIVE OF ANY OR ALL OVERHEADS.

3005 FEE (APPLICABLE TO CGOST PLUS FIXED FEE ITEME ONLY) TO BE NEGOTIATED FOR
THE AMOUNT DUE THE CONTRACTOR FOR EARNED FEE FEACH CFFF ORDER
AS SPECIFIED IN INDIVIDUAL TASK ORDERS ISSUED TAW
THE TERMS OF THIS CONTRACT. AFPLICAELE FIXEDR FEE RATE
I2 6%, FEE APPLIES TO COST ONLY EXCLUDING
FACILITIES CAPITAL COST OF MONEY (FCCM). IAW STATUTORY
LIMITS OF 10 USC 2306(D) AND 4 USC 254 (B) AND
FAR 15,903 (d)(1)(iii), FEE CANNOT EXGEED 10%.
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ITEM SUPPLIES/SERVICES QTY UNIT PRICE  AMOUNT

YEAR FOUR (FROM 20 NOV 2001 THROUGH 19 NOV 2002)

4001  LABOR TC BE AUTHORIZED
NON PERSONAL SERVICES: THE CONTRACTOR SHALL BY INDIVIDUAL QRDERS
PROVIDE TECHNICAI SERVICES IN SUPPORT OF THE ISSUED EEREUNDER

ENGINEERING TECNICAL SUPPORT SERVICES (ETSS) AFIVC
PROGRAM IN ACCORDANGE WITH THE STATEMENT OF WORK (SOW)
ATTACHED HERETO. SPECIFIC TASKS ARE TO BE PERFORMED
UNDER TASK ORDERS TO BE ISSUED PURSUANT TO

AFFARS 5352.216-900), AWARDING ORDERS UNDER MULTIPLE
AWARD GONTRACTS,

REFER TO TABLE D, ATTAGEMENT 1 FOR LABOR CATEGORY AND APFROFRIATE FRICING
ARRANGEMENTS FOR ISSUANCE OF TASK ORDERS AND BILLING PURFOSES.

NOTE: ON-SITE RATES ARE APPLICABLE TO WORK PERFORMED AT GOVERNMENT FACILITIES.
OFF-SITE BATES ARE APPLTCARLE TO WORK PERFORMED AT CONTRACTOR'S FACILITIES.

4#00LAA  FIRM FIXED PRICE *
4001lAB  TIME & MATERIAL
L01AC  GOST PLUS FIXED FEE

*#THIS I§ THE ONLY CLIN WHICH WILL BE UTILIZED UNDER THE FFF ARRAGEMENT. THE
ENTIRE FFP EFFORT SHALL BE REFLECTED IN THIE CLIR.

4002 DATA IN ACCORDANCE WITH DD FORM 1423 AS NOT SEPARATELY FRICED
REQUIRED BY INDIVIDUAL TASK ORDERS

4003 TRAVEL %
TRAVEL AUTHORIZED UNDER THIS ITEM SHALL TO BE AUTHORIZED e
BE REIMBURSED AT COST AS LIMITED BY BY INDIVIDUAL ORDERS
FAR 31.205-46(A). A BILLING RATE OF ISSUED HEREUNDER

17.5 % APPLIES TO ALL ORDERS.

*QNLY ONE RATE WILL RBE USED AND THIS WILL APFLY FOR THE PRIME AND/OR ALL
TEAM MEMBERS. THIS RATE I8 INCLUSIVE COF ANY OR ALL OVERHEADS.
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004 MATERTALS AND SUBCONTRACTING doick TO BE AUTHORIZED
MATERIAL AND SUBCONTRAGTING COSTE SHALL BY INDIVIDUAL ORDERS
BE REIMBURSED AT ACTUAL COSTS (WITHOUT ANY TSS5UED HEREUNDER

ALLOWANCE FOR PROFIT OR FEE), IN ACCORDANCE
WITH FAR 31.205-26 AND 31.205-33. A
BILLING RATE OF 4.54% APPLIES TO ALL ORDERS.

#*+*ONLY ONE RATE WILL BE USED AND THIS WILL APPLY FOR THE PRIME AND/OR ALL
TEAM MEMBERS, THIS RATE IS INCLUSIVE OF ANY OR ALL OVERHEADS.

4005 FEE (APPLICABLE TO COST PLUS FIXED FEE ITEMY ONLY) TO BE NEGOTTATED FOR
THE AMOUNT DUE THE CONTRACTOR -FOR EARNED FEE EACH CPFF ORDER
AS SPECIFIED IN INDIVIDUAL TASK ORDERS ISSUED IAW
THE TERMS OF THIS CONTRACT. APPLICABLE FIXED FEE RATE
IS5 b%. FEE APPLIES TO COST ONLY, FXCLUDING
FACILITIES GAPITAL COST OF MONEY (FCCM). IAW STATUTORY
LIMITS OF 10 USC 2306(D) AND 4 USC 254 (B) AND
FAR 15.903 (d)(1)(iil), FEE CANNOT EXCEED 10%.
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ITEM  SUPPLIES/SERVICES Q1Y UNIT PRICE  AMOUNT

YEAR FIVE (FROM 20 NOV 2002 THROUGH 19 WOV 2003)

5001  LABCOR T0 BE AUTHORIZED
NON PERSONAL SERVICES: THE CONTRACTOR SHALL BY INDIVIDUAL ORDERS
PROVIDE TECHNICAL SERVICES IN SUPPORT OF THE ‘ ISSUED HEREUNDER

ENCINEERING TECHNICAL SUPPORT SERVICES (ETSS) AFIWC
PROGRAM IN ACCORDANCE WITH THE STATEMENT OF WORK (S0W)
ATTACHED HERETO, SPECIFIC TASKS ARE TO BE

PERFORMED UNDER TASK ORDERS TO BE ISSUED PURSUANT TO
AFFARS 5352.216-9001, AWARDING ORDERS UNDER MULTIPLE
AWARD CONTRACTS.

REFER TO TARLE E, ATTACHMENT 1 FOR LABOR CATEGORY AND APPROPRIATE PRICING
ARRANGEMENTS FOR ISSUANCE OF TASK ORDERS AND BILLING PURPOSES.

NOTE: ON-SITE RATES ARE APPLICABLE TO WORK PERFORMED AT GOVERNMENT FACILITIES.
OFF-SITE RATES ARE APPLICABLE TO WORK PERFORMED AT CONTRACTOR'S FACILITIES.

5001AA  FIRM FIXED PRICE *
5001AB TIME & MATERIAL
I001AC  COST PLUS FIXED FEE

*THIS IS THE ONLY CLIN WHICH WILL BE UTILIZED UKDER THE FFP ARRAGEMENT. THE
ENTIRE FFP EFFORT SHALL BE REFLECTED IN THE CLIN.

5002 DATA IN ACCORDANCE WITH DD FORM 1423 AS NOT SEPARATELY PRICED
REQUIRED BY INDIVIDUAL TASK ORDERS

5003 TRAVEL
TRAVEL AUTHORIZED UNDER THIS ITEM SHALL T0 BE AUTHORIZED %
BE REIMBURSED AT COST AS LIMITED BY BY INDIVIDUAL ORDERS
FAR 31,205-46(A). A BILLING RATE OF ISSUED HEREUNDER

17.5 3 APPLIES TO ALL ORDERS.

**ONLY ONE RATE WILL BE USED AND THIS WILL APPLY FOR THE PRIME AND/OR ALL
TEAM MEMRERS. THIS RATE IS INCLUSIVE OF ANY OR ALIL OVERHEADS.
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5004 HATERIALS AND SUBCORTRBACTING ik TO BE AUTHORIZED
MATERIAL AND SUBCONTRACTING COSTS SHALL BY INDIVIDUAL ORDERS
BE REIMBURSED AT ACTUAL COSTS (WITHOUT ANY ISSUED HEREUNDER

ALLOWANGE FOR PROFIT OR FEE), IN ACCORDANCE
WITH FAR 31.205-26 AND 31.205-33.
A BILLING RATE OF 4.54% AFPPLIES TO ALL ORDERE.

*kkONLY ONE RATE WILL BE USED AND THIS WILL AFPLY FOR THE PRIME AND/OR ALL
TEAM MEMBERS. THIS RATE IS INCLUSIVE OF ANY OR ALL OVERHEADS.

5005 FEE (APPLICABLE TO COST PLUS FIXED FEE ITEMS ONLY) TO BE NEGOTIATED FOR
THE AMOUNT DUE THE CONTRACTOR FOR EARNED FEE EACH CPFF ORDER
AS SPECIFIED IN INDIVIDUAL TASK ORDERS ISSUED IAW
THE TERMS OF THIS CONTRACT. APPLCIABLE FIXED FEE RATE
15 6%. FEE APPLIES TO COST ONLY. EXCLUDING
FACILITIES CAPITAL COST OF MONEY (FCCM). IAW ETATUTORY
LIMITS OF 10 USC 2306(D) AND 4 USC 254 (B) AND
FAR 15.903 (d)(1)(iii), FEE CANNOT EXCEEDR 10%.

THE FOLLOWING CONTRACT LINE ITEMS ARE FIRM FIXED PRICE: XDO1AA

THE FOLLOWING CONTRACT LINRE ITEMS ARE TIME AND MATERIAL: ZXOO1AB,X003,X004

fHE FOLLOWING CONTRACT LINE ITEMS ARE COST PLUS FIXED FEE: X0QLlAC,X003 X004,
X005

NOTE: WHEN CLAUSES ARE ONLY APPLICABLE T0 A CERTAIN PRICING ARRANGEMENT,

THEY WILYL BE 50 ANNOTATED. THOSE APPLICABLE TO ALL FRICING ARRANGEMENTE

WILL ROT BE MARKED.

%* APPLICABLE TO FIRM FIXED PRICE (FFP)

# APPLICARLE TO COS5T REMIBURSEMERT

! APPLICARLE TO TIME & MATERIAL (T&M)

B-1 CLAUSES AND PROVISIONS

(a) Clauses and provisions from the Federal Acquisition Regulation (FAR) and
supplements thereto are incorporated in this document by reference and in full

text. Those incorporated by reference have the same force and effect az 1f they
were given in full text.

{b) Clauses and provisions In this document will be numbered in sequence, but
will not necessarily sppear in consecutive order.

(c) Sections K, L and M will be physically removed from any resultant award,
ut will be deemed to be incorporated, by reference, in that award.
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B-431. # 5352.216-9001 PAYMENT OF FEE (A¥MC)  JUL 199%7

(ATMCFARS 5316.307(h}))
The estimated cost and fee for this contract are shown below. The
applicable fixed fee or target fee set forth below may be increased or decreased
only by megotiation and modificarion of the contract for added or deleted work.
As determined by the contracting officer, it shall be paid as it accrues in
regular installments based upon the percentage of completion of work {or the
expiration of the agreed-upon period(s) for term contracts).

Estimated Cost To be cited in applicable task order issued hereunder.

Fee To be clted in applicable task order issued hereunder.

PART I - THE SCHEDULE
SECTION C
DESCRYPTION/SPECIFICATIONS /WORK STATEMENT

SPECIFICATIONS, STANDARDS AND DRAWINGS

Specifications, standards or drawings (as applicable) are furnished/listed below:

ITEM NR SPECIFICATIONS, STANDARDS AND/OR ATTACHMENTS
X001 , X002 ,%003 , X004 TAW_APPENDIX *A", STA WORK, ATTACHED
X005
¢-205. 252 211-7005 SUBSTITUTIONS FOR MILITARY OR FEDERAL AUG 1997

SPECIFICATIONS AND STANDARDS

(TAW DFARS 211.273-4, and D.L. LTR 97-017 dated 20 AUG %7)
{a) Definicion.
"SPI process," as used In this clause, means a management or manufacturing
process that has been accepted previously by the Department of Defense under the
Single Process Initiative (SPI) for use in lileu of a specific military or Federal
specification or standard. Under 8PI, these processes are reviewed and accepted
by a Management Council, which Includes representatives from the Defense Contract
Management Command, the Defense Contract Audlt Agency, and the military
departments,

(b) Offerors are encouraged to propose SPI processes in lieu of mililrary or
Federal specifications and standards cited In the soliecitarion.
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(¢} An offeror proposing to use an SPI process shall--
(1) Identify the specific millitary or Federal specification or standard for
which the $PI process has been accepted, and the specific paragraph or othey
location in the solicitation where the military or Federal specification or
standard is required;
(2) Provide a copy of the Department of Defense acceptance of the SFI
process ;
{3) Identify each facility at which the offeror propozes to use the
specific SPI process; and
(4#) Unless provided in response to paragraph (c¢)(2) of this claunse, provide
the name and telephone number of the cognizant Administrative Contracting
Officers for each facility where the SPI process is proposed for use.

(d) Absent a determination at the head of the contracting activity or program
executive officer level that an SPI process 1s not acceptable for this
procurement, the Contractor shall use the following SPI processes in liew of
military or Federal specifications and standards:

(0fferor Insert Information for Kach SPI Process)

SPI Process:

Facility:

Military or Federal Specification or Standard:

Affected Coptract Line Item and Subline Item Number and Requirement Cltation:

Cognizant Administrative Contracting Offilcer:

£-500 YEAR 2000 COMPLYANCE Jul. 1998

(a) *Information Tachnology" as used in this clause, has the definition set out in
FAR 2.101.

{(b) "Year 2000 compliant® as used in this clause, hasz the definition set out in
FAR 39.002.

{(c) The contractor warrants that all Information techmology specified to be
delivered under thils contract that may perform date/time processing involving dates
later than 31 Dec 1999 is year 2000 compliant, or that the contracror will, at no
increase in contract price, upgrade all such Information technology that is
non-compliant to be year 2000 compliant before 31 Dec 1999,
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PART 1 - THE SCHEDULE
SECTION E
TNSPECTYION AND ACCEPTANCE

E-5. * 52.246-4 INSPECTION OF SERVICES--FIXED-PRICE ATUG 1996
(IAW FAR 46.304)

£-6. # B52.246-5 INSPEGTION OF SERVICES--COST-REIMBURSEMENT APR 1984
(IAW FAR 46.303)

E-7. ! 52.246-6 INSPECTION- -TIME-AND-MATERTAL AND LABOR-BROUR JAN 1986
(IAW FAR 46.306)

E-22. 52.246-16 RESPONSIBILITY ¥OR SUPPLIES APR 1984
(IAW FAR 46.316)

E-34. INSPEGTION AND ACCEPTANCE

(YAW FAR 46 . 401{b) and 46.503)
Inspection and acceptance will be at destinatlion(s) specified in specific task
orders issued heresunder,

E-35, DD FORM 1423 DATA INSPECTION AND ACCEPTANCE

(IAW FAR 46.401(b) and 46.503)
The Inspection and Acceptance for Data items are as shown on DD Form 1423 attached
hereto. '

PART I - THE SCHEDULE
SECTION ¥
DELIVERIES OR FPERFORMANCE

F-11. PERTOD OF PERFORMANCE

(IAW FAR 11.401(a))
Performance of tasks under item(s) X001-X005 will be as speclfied on DD Form 1135
orders. Orders issuad prior to the expiration date of the contract will be carried
to completion provided sufficient monles are available and performance does not
normally exceed 365 days beyond the period of contract. In the event completion
of the order cannot be completed within the established time period, the order may
be extended to a time and at terms agreeable to bhoth parties.
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F-14. PERIOD OF CONTRACT

~ (IAV FAR 11.401(a))
This contract shall be in effect from the effective date of the contract thru
60 Months.

F-26. 52, 242-15 STOP-WORK ORDER AUG 1989
(IAW FAR 42.1305(b)(1))

¥-27. #  52.242-15 STOP-WORK-~ORDER -- ALTERNATE I TAPR 1984
(IAW FAR 42.1305(b)(2))

F-36. *  52.247-34 F.0.B. DESTINRATION--RVIDENCE OF SHYIFMENRT ROV 1991
(DEVIATION)

(IAW FAR 47.305-4(c), and DDP Memo dated 6 Nov 87,
DAR Tracking #%97-00010)

F-6B, * 5224755 F.0.K. POINT FOR DELIVERY OF ATR 1984
GOVERNMENT- FURNTSHED PROPERTY
(TAW FAR 47.305-12(a)(2))

F-470C, 5352.247-9000 COMMERCIAL BILI. OF LADIRG SHIFMENTS - JUL 1997
CARRIFR'S BATES (AFMC)
(IAW AFMOFARS 5347.104-4(%0))
The Contractor shall ensure that proposed carrier’s rates are equal to or better
than rates available to the Government. Contact the transportation officer for
this contract, as identified by the Administrative Contracting Officer, for
confirmation that the proposed carrier’s rates are no higher than those otherwise
available to the Government. List the shipping costs on the invoice to the
Government and attach a copy of the carrier’'s billing. Fallure to properly
annotate the invoice and provide a copy of the carrier’s billing may result in
those costs not being relmbursed or only partially relmbursed.

PART I - THE SCHEDULE
BECTION G
CONTRACT ADMIRISTRATION DATA
G-1. AGCOUNTING AKD APFROFPRTATIOR DATA

T0 BE CITED IN INDIVIDUAIL TASK ORDERS ISSUED HEREUNDER

G445, 5352.237-9002 CONFRACT HOLIDAYS (AFMG) JOL 1997
{TAW ATMCFARS 5337.110-90(c))
{a) The prices/costs in Section B of the contract include holiday

observances; accordingly, the Government will not be billed for zuch holidays,
except when services are required by the Government and are actually performed on
a holiday. Holidays in addition to those reflected In this contract, which are
designated by the Covermment, will be billable provided the assigned Contractor
employee was available for performance and was precluded from such performance.
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(b) The following days are contract holidays:

4

New Year's Day Jan 1

Martin Luther Eing's Birthday 3rd Monday in Jan
Vazhington's Birthday 3rd Momday in ¥eb
Memorial Day Last Monday In May
Independence Day Jul 4

lLabor Day lst Monday in Sep
Columbus Day 2nd Monday in Oct
Veteran's Day Rov 11

Thankspgiving Day 4th Thursday in Nov
Christmasz Day Dec 25

Note: Any of the above holidays falling on a Saturday will be observed on the
preceding Friday. Holidays falling on a Sunday will be obszerved on the following
Monday,

FART I - THE SCHEDULE
SECTION H
SPECTAL GONTRACY REQUIREMERTSH

H-109. REQUIRED INSURANCE
(1AW FAR 28.306(b))
Reference FAR clause entitled Insurance . . " the Contractor shall, at its own

expense, procure and thereafter maintain the following kinds of insurance with
respect to performance under the contract.

a. Workmen's Compensation and Employers Liability Insurance as required by law
expect that if thils contract is to be performed In a State which does not require ox
permit private insurance, then compliance with the staturory or administrative
requirements in any such State will be satisfactory. The required Workmen's
Compensation insurance shall extend to cover employer’s lilabiliey for accidental
bodily injury or death and for occupational disease with a minimpum liability limit
of $100,000.

b. General Liability Insurance. Bodily injury liabllity insurance, in the
minimum limits of $500,000 per occurrence shall be required on the comprehensive
form of poliecy.

H.900 PRE-EXTSTING REQUIREMENTS CONTRACTS

In the event that goods or services covered by this contract are included in
previously existing Requirements contracts, it is agreed that pursuant to FAR
52.216-21(c), the Government will not place any orders for goods or services covered
under existing Requirvements contracts until such time as the contracts explre, or
until any applicable option period is not exercised pursuant to a good faith
decision of the Government.
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For the purpose of this contract, the previously existing Requirements contrdcts are
identified below:

Contract Number

F41621-94-D-5001
FA4l621-96-D-500]
F41621-97-D-5200
FA1621-%98-D-3300
Fa1621-98-D-5400
FAl621-95-D-3001

H-901. CONTRACT CGOST IMPACT

The Corporate Administrative Contracring Officer (CACO) has found the contractor to
be in noncompliance with Cost Accounting Standards (CAS) 403, 415, 418 and 420 based
on the Iinconsistent distribution of overhead costs to final cost objectives and the
inelusion of unallowable costs in overhead rates. Should the Governmment prevail in
the resolution of these noncompliances, it reserves the right to apply any resultant
settlements to this contract. The responsibility for negotlating any settlement
resulting from these Iissues resides with the CACO,

further, in the event a subcontractor's accounting system requires reviszlon, either
a5 a result of a CAS noncompliance or a voluntary reduction to correct excessive
overhead structure, and this results in a reduction of negotlated rates, the prime
and/or affected subcontractor shall be required to notify the Procuring Contracting
Officer (PCO) in writing within five days of such derermivation and to provide the
revised rates in any subcontract awarded under this contract.

PART IT - CONTRACT CLAUSES
SECTION ¥
CONTRACT CLAUSES

The clauses that pertain to Firm Fixed Price apply to CLINs X001AA. The clauses
that pertain to Time-and-Materials apply ro X001AB, X003, and X004. The clauses
that pertain to Cost-Plus-Fixed-Fee apply to X001AC, X003, X004, and X00Q5.

FAR 52.252-2 GCLAUSES IRCORPORATED BY REFERENCE FEB 1998
(IaW FAR 52.107(b))

The full text of a clause may be accessed electronically at this/these

address(es): Regulations URLs: (Click on the appropriate regulation.)

htep://farsive . hill.af.mil/reghtml/far/faritoc. htm
http://farsite.hill.af . mil/reghtml/dfars/dfarltoc . htm
http: //farsite. hill . af .mil/reghtml /affars/affarltoc. him
hitp: //farsite . hill.af . mil/reghtml /afmcfars/afmeltoc . him
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HOTE: After selecting the appropriate regulation above, at the "Table of
Gontents" page conduct a search for the desired regulation reference, using your
browser's FIND function. When located, click on the regulation reference

{hyperlink}.

NO FAR PARA CLAUSE TITLE DATE
1-11. 52.202-1 DEFINITIONS OCT 1995
(IAV FAR 2.201)
1-19. 52.203-3 CRATUYTIES APR 1984
(TAW FAR 3.202)
1-20, 52.203-5 COVENANT AGAINST CONTINGENT FEES APR 1984
(IAW FAR 3.404) :
I-21. 52.203-6 RESTRICTIONS ON SUBGONTRACTOR SALES TO THE JUL 1995
GOVERNMENT
(TAW FAR 3.503-2)
1-22. 52.203-7 ANTI-KICKBACK PROCEDURES JUL 1995
(1AW FAR 3.502-3)
7.23. 52.203-8 CANCELLATION, RECISSION, AND RECOVERY JAN 1997
OF FINDS FOR ILLEGAL OB IMPROPER ACTIVITY
(IAW FAR 3.104-9(a))
1-25. 52.203-10 PRICE OR FEE ADJUSTMENT FOR ILLEGAL OR IMPROPER  JAN 1997
ACTIVITY :
(IAW FAR 3,104-9(b))
1-25C. 52.203-12 LIMITATION ON PAYMENTS TO INFLUENCE CERTATIN JUN 1997
. FEDERAL TRANSACTIONS
(IAW FAR 3.808(b))
1-27. 52.204-2 SECURITY REQUIREMENTS AUG 1996
(IAW FAR 4.404(a))
1-39. 52.204-4 PRINTING/COPYING DOUBLE-SIDED ON RECYCLED PAPER  JUN 1996
‘ (IAW FAR &4.304)
I-78. 52.209-6 PROTECTING THE GOVERNMENT'S INTEREST WHEN JUL 1995

S{IECONTRACTING WITH CONTRACTORS DERARRED,
SUSPENDED, OR FROPOSED FOR DEBARMENT
{IAW FAR 9.409(b})

I-102, 52.211-15 DEFENSE PRIORITY AND ALLOCATION REQUIREMENTS SEP 1990
(IAW FAR 11.604(b))

I-128.  52.215-2 AUDXT AND RECORDS--NECOTTATION AUG 1996
(IAW FAR 15.209(¢b){1))

I-129G. 52.215-8 ORDER OF PRECEDENCE--UNIFORM CONTRACT PORMAT OCT 1997
(IAW FAR 15.209(h))

I-133¢,  52.215-10 PRICE REDUCTION POR DEFECTIVE COST OR 0CT 1997

PRICIRG DATA
(IAW FAR 15.408(b))
1-134C.  32.215-11 PRICE REDUCTION FOR DEFECTIVE COST OR PRICING 0CT 1997
DATA - -MODIFIGATIONS :
(IAW FAR 15.408(c))

I-135¢. 52.215-12 SUBCONTEACTOR. COST OB FRICINCG DATA OCT 1997
(1AW FAR 15.408(d))

I-136C, 52.215-13 SUBCONTRACTOR COST OR PRICING DATA-- ocT 1987
MODIFICATIONS

(IAW FAR 15.408(e))




PAGE 19 of 36
CONTRACT NUMBER F4162199D7700

I-139¢.  52.215-15 TERMINATION OF DEFINED BENEFIT PENSION PLANS 0CT 1997
(IAV FAR 15.408(g))
1-142C,  52.215-17 WAIVER OF FACTLITIES CAPITAL COST OF MONEY 0CT 1997
' (IAW FAR 15.408(1))
I-146C. 52.215-18 REVERSION OR ADJUSTMENT OF PLANS FOR 0CT 1997
POSTRETIREMENT BENEFITS (PRB) OTHER THAN PENSIONS
(IAW FAR 15.408(1))
I-147J.  52.215-19 NOTIFICATION OF OWNERSHIP CHANGES 0CT 1997
(IAW FAR 15.408(k))
1-147K.  52.215-21 REQUIREMENTS FOR GOST OR PRICING DATA OR 0CT 1997

INFORMATION OTHER THAN COSY OR PRICING
DATA - -MODI¥ICATIONS
(IAW FAR 15.408(m))

1-153. # 52.216-7 ALLOWABLE COST AND PAYMENT APR 1998
(IAW FAR 16.307(a)(1))
I-155. # 52.216-8 FIXED FEE MAR 1997
(TAV FAR 16.307(b))
1-158. # 52.216-11 COST CONTRAGT-RO FEE APR 1984
 (TAW FAR 16.307(e)(1))
I-170, 52.216-18 ORDERING OCT 1995

(IAW FAR 16.506(a))
For the purposes of this clause the blank(s) are completed as follows:
(a) issued from the effective date of award through 60 months

I-171. 52.216-19 DELIVERY -ORDER LIMITATIONS OCT 1995
(LAW FAR 16.506(b)

For the purposes of this clause the blank(s) are completed as follows:

{a) $10,000

(b){1) 510 Million

(b)Y (2 $25 Milliion

{b)(3) 30 days

(d) 10 days
I-178. 52.216-22 TNREFINITE QUANTITY OCT 1995

(IAW FAR 16.506(e))

. For the purposes of this clause the blank(s) are completed as follows:

(d) Contractor shall not be required to make any deliveries under this contract
after 12 months after expiration of the ordering period.

I-194. 52.217-8 OPTION TO EXTERD SERVICES AUG 1989
(TAW FAR 17.208(f))

I-213. 52.219-7 HOTICE OF PARTIYAL SMALL BUSTNESS SET-ASIDE JUL 1996
(IAW FAR 19.508(d))

T-213C, 52.219-7 NOTICE OF PARTIAYL SMALL BUSINESS SET-ASTDE OCT 1995
~~ ALTERRATE I
(TAW FAR 19.508(d))

I-214. 52.219-8 DTILIZATION OF SHALL, SMALL DISADVANTAGED ASND JUN 1997

WOMEN-OWNED SMALL. BUSINESS CORCERNS
{IAW FAR 19.708(a))




1.215.

I-2160C.

I-221.
I-223.

I-245.

I.246. %1

52.

52.

52.

52.

52.

32.

219-9

219-9

219-14

219-16

222~1

222-2
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SMALL, SMALL DISADVANTAGED AND WOMEN-OWNED AUG 1998
SMALL BUSINESS SUBCONTRACTIRG PLAN

{IAW FaR 19.708(b){1)}

SMALL, SMALL DISADVANTAGED AND WOMER-OWNED MAR 1996
SMALJ, BUSTNESS SUBCONTRACTING PLAN -- ALTERNATE XI

(TAW FAR 19.708(b)(1))

LIRITATIONS ON SUBCONTRACTING DEC 1996
(IAW FAR 19.508(e), and 19.811-3(e), and 19.1006{(c)(3))
LIQUIDATED DAMAGES--SUBCONTRACTING FiAN AllG 1998
(1AW FAR 19.708(bX(2))

ROTIGE TO THE GOVERNMERNT OF LABOR DISFUTES FEB 1987

(IAW FAR 22.101-1(e), and 22.103-5(a})

PAYMENT FOR OVERTIME PREMIUMS JUL 19%0
(TAW FAR 22.103-5(b))

For the purposes of this clause the blank(s) are completed as follows:
(a) does not exceed $0 wnless approved by the contracting officer

1-247.

I-264.

I-267.

1-274.

I-276.

I-278.

I-292.

1-294.

1-295.
1-297E,
I-312.

T-314D,

I-315.

52.

52.

32

52.

52.

2.

52

52

52

a2

52.

52.

52,

222-3

22226

~R22-28

222-33

222-36

222-37

,223-2

L223-5

L223-6

L223-14

225-11

226-1

227-1

CONVICT LABOR AUG 1996
(TAW FAR 22.202)

EQUAL OPPORTUNITY APR 1984
(DEVIATION)

(IAW FAR 22.810(e), and DP{DAR) Ltr dated

11 Feb 98 (DAR Tracking #38-00002))

EQUAL OPPORTUNITY PREAWARD CLEARANCE APR 1984
OF SUBCONTRACTS

(1AW FAR 22.810(g), and 44.204(a}, (b}, and (c))
AFFIRMATIVE ACTION FOR DISABLED VETERANS AND APR 1998
VETERANS OF THE VIETHAM ERA

(IAW FAR 22.1308¢a)(1), and DFARS 222.,1308(a)(1))

ANFIRMATIVE ACTION FOR WORKERS WITH JON 1998
DISABILITIES

(IAW FAR 22.1408(a))

EMPLOYMENT REPORTS ON DISABELED VETERANS APR 1998

AND VETERANS OF THE VIETRAM ERA
(TAW FAR 22.1308(b))

'CLEAN AIR AND WATER APR 1984
(IAW FAR 23.105(b))

POLLUTION PREVENTION AND RIGHT-TO-KNOW APR 1998
INFORMATION

(IAW FAR 23.1005)

DRUG-FREE WORKPLACE JAN 1997
(IAW FAR 23.505) |

TOXIC CHEMTICAL RELEASE REPORTING OCT 1996
(IAW FAR 23.907(b))

RESTRICTIONS ON CERTAIN FOREIGN FURCHARESR OCT 1996

(IAW FAR 25.702)

TILIZATION OF INDIAN ORGANTZATIONS AND TNDIAN- SEP 1996
OWNED ECONOMIC ENTERFRTISES

(IAW FAR 26.104(a))

AUTBORIZATION AND CONSENT JUL 1995
{IAW FAR 27.201-2(a))




I-317.

1-326.

I-327.

I-329.

I-337.
I-339.
I-332.
I-368.
1-372.
I-383,

1-389.

I-391.

1-394.

I-400.

I-401.

I-403.

1-406.

1-408,

I-409,

1-410.

1-412.

For the purposesz of this clause the blank(s) are completed asz follows:

52.

52

52.

52.

32.

32

52.

52

52,
52.

52.

52

52

52.

52.

227-2

L227-10

227-11

227-12

228-5

+22B-7

229-3

.230-2

230-6
232-1

232-7

.232-8

.232-11

232-16

232-16

.232-17
\232-20
23222
+232-23
.232-23

23225

(a)(5)(i) 7th

{(bi(L)

30th
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NOTTICE AND ASSISTARCE RECARDING PATENT AND
COPYRIGHT INFRINGEMENTS

(IAW FAR 27.202-2)

FILING OF PATENT APFLICATIONS--CLASSIFYED
SUBJECT MATTER

(IAW FAR 27.207-2)

PATENT RIGHTS--RETENTION BY THE CONTRACTOR
(SHORT FORM)

(1AW ¥AR 27.303(¢a))

PATENT RICHTS--BETENTION BY THE CONTRACTOR
(LOKRG FORM)

(IAW FAR 27.303(bX(1))

INSURARCE--WORK ON A GOVERNMENT INSTALLATION
(JAW FAR 28.310)

INSURARCE - -LIABILITY TO THIRD PERSONS

(IAW FAR 28.311-1)

FEDERAL, STATE, AND 1LOCAL TAXES

(IAW FAR 29.401-3)

COST ACCOUNTING STANDARDS

(IAW FAR 30.201-4(¢a)(l))

ADMINISTRATION OF COST ACCOUNTING STANDARDS
(IAW FAR 30.201-4(d)(1))

PAYMENTS

(IAW FAR 32.111¢a){1))

PAYMENTS UNDER TIME-AND-MATERTALS AND
LABOR-HOUR CONTRACTS

(IAW FAR 32.111¢b))

DISCOUNTS ¥OR PROMPT PAYMENT

(1AW FAR 32.111¢e)(1))

EXTRAS

(IAW FAR 32.111¢d)(2))

PROGRESS PAYMENTS

(IAW FAR 32.502-4(a))

PROGRESS PAYMENTS -- ALTERNATE I

(IAW FAR 32.502-4(b))

INTEREST

(TAW FAR 32.617(a), and 32.617(b))
LIMITATION OF COST

(IAW FAR 32.705-2(8))

LIMTTATION OF FUNDS

(IAW FAR 32.705-2({c))

ASSTOCNMENT OF CLATMS

{IAW FAR 32.806(a)(1))

ASSTGNMENT OF CLATMS -- ALTERNATE X

(IAW FAR 32.B06(a)(2))

PROMPT PAYMENT

(IAV FAR 32.908{c))

AUG

APR

JUN

© JAN

JAN

JAN

APR

AFR

AFR

FES

APR

JUL

AUG

JUN

AFR

AFR

JAN

AFR

JUN

1996

1984

1987

1997

1997

1996

1891

1948

1996

1984

19%7

1997

1984

1991

1987

1996

1984

1984

1986

1984

1997
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I-416F.  52.232-33 MANDATORY INFORMATION FOR ELECTRONIC FUNDS AUG 1996
TRANSFER PAYMENT
(IAW FAR 32.1103(b) and (c))

1-417.  52.233-1 DISPUTES 0CT 1995
(TAW FAR 33,215)

I-418, 52.233-1 ALTERNATE T DEC 1991
(IAW FAR 33.215)

I-419. * 52.233-3 PROTEST A¥TER AVARD AUG 1996
(IAW FAR 33.106(Db))

1-420. # 52.233-3 PROTEST AFTER AWARD -- ALTERNATE I JUN 1985
(IAW FAR 33.106(b))

I-478.  52.237-2 PROTECTION OF GOVERNMENT BUILDINGS, EQUIPMENT, APR 1984
AND VEGETATION
(TAW FAR 37.110(b))

1-479.  52.237-3 CONTINUITY OF SERVICES JAN 1991
(IAW FPAR 37.110(c))

1-529. 52.242-1 NOTICE OF TRTENT TO DISALLO¥ COSTS APR 1984
(1AW FAR 42.802)

T-531. # 52.2642-3 PENALTIES FOR UNALLOWABLE COSTS OGT 1995
(1AW FAR 42.709-5)

1-532. # 52.242-4 CERTIFICATION OF FINAL TNDIRECT COSTS JAN 1997

(1AW FAR 42.703-2(£f))
{¢) The certificate of final indirect costs shall read as follows:

CERTIFICATE OF FINAL INDIRECT COSTS

This is to certify that I have reviewed this proposal to establish final
indirect cost rates and to the best of my knowledge and belief:
1. All costs included in this proposal (identify proposal and date)
to establish final indirect costs rates for (identify period covered by
rate) are allowable in accordance with the cost principles of the
Federal Acquisition Regulation (FAR) snd Iits supplements applicable to
the contracts to which the final indirect cost rates will apply; and
Z. This proposal does not include any costs which are expressly
unallowable under applicable cost principles of the FAR or its
supplements.
Firm:
Signature:
Kame of Certifying Official:
Title:
Date of Execution:

I-541. 52.242-11 BANFRUFTCY JUL 1995

(IAW FAR 42.903)
I-546. % 52.243-1 GHANGES - - FIXED- PRICE AUG 1987
(IAW FAR 43.205¢a)(1))
I-548. * 52.243-1 CHANGES--FIXED PRICE -- ALTERNATE II APR 1984

(IAW FAR 43.205(a)(3))
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1-552. # 52.243-2 CHANGES - - COST-REIMBURSEMENT AUG 1987
(IAW FAR 43.205(b) (1))

1-553. # 52.243-2 CHANGES - - GOS'T -REIMBURSEMENT -~ ALTERFATE 1 AFR 1984
CIAW FAR 43.205(b)(2))

1-554. # 52.243-2 CHANGES- -COST-RETMBURSEMENT -- ALTERNATE I APR 1984
(IAW FAR 43,205(b)(3))

1-558. 1 52.243-3 CHANGES - -TIME-AND-MATERTALS OR LABOR-HOURS AUG 1987

(TAW FAR 43.205(c))

I-570. # 52.244-2 SUBCONTRACTS (COST-REIMBUBRSEMENT AUG 1998
AND LETIER CORTRACTE)
(IAW FAR 44 . 204(a)(1))
(e) Even if the Contractor's purchasing system has been approved, the Contractor
shall obtain the Contracting Offlicer's written consent before placing subcontracts
identified below:
any subcontract with any firm other than those whose teaming gggggggﬁﬁg were
ﬁuhmitted in aqmowdance with solicitation Instry ns 8 :
by ref Teamni ents were s tted for uhe win subconﬂractors

Team Members: ARINC Inc
Calspan COperations
PEC INec
Southwest Research Instcitute
Syracuse Research Corp
Trident Data Systems

I-570C,.# 52.244-2 SURCONTRACTS (COST-REINBURSEMENT AND LETTER AlIG 1998
CONTRAGIS -~ ALTERNATE T
{IAW FAR 44.204(a)(2){1))}

I-574. 52. 2446 SUBCONTBACTS FOR COMMERCTAL TTEMS AND COMMERCYAL APR 1998
COMMERCTAL COMPONENTS
{TAW FAR #4.403)

I-580. » 52.245-2 GOVERKMENT PROPERTY (FIXED-FRICE CONTRACTS) DEC 198%
(IAW FAR 45.106(b)(1))

I-584.%1 52.245-4 GOVERNMENT -FURNISHED PROFERTY (SHORT FORM) APR 1984
{IAW FAR 45.106(d}))

I-585.#! 52.245%-5 COVERRMENT PROPERTY (COST-REIMBURSEMENT, JAN 1986
TIME-AND-KMATERTAL, OR LABOR-HOUR GONTRACTE)
{DEVIATION)
{IAW FAR 45.106(f)(1l), and DDP Memo dated
20 Jun %7, DAR Tracking #97-00002)

I-627. 52.246-23 LIMITATION OF LIABILITY FEB 1%97
{IAW FAR 46.805)

I-630, 52.246-25 LIMITATION OF LIABTLITY--SERVICES FEB 1997
{IAW FAR 46.805)

I-836. 52.247-1 COMMERCTAL BILL OF LADING ROTATIONS APR 1984
(TAW FAR 47.104-4¢a), and (b))

I-667, 52.247-67 SUBMISSION OF COMMERCIAL TRANSPORTATION BILLS TO JUN 1997

THE GERERAL SERVICES ADMINISTRATION FOR AURIT
(IAW FAR A7.104-4(c))
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1-671. 52.248-1 VALUE ENGINEERING MAR 1989
(DEVIATION)
(IAW FAR 48.201(b), and DDP Memo dated 27 Jun 97,
DAR Tracking #97-00005)

1-6B2. * 52.249-1 ERMINATION FOR CONVERIENCE OF THE GOVERNMENT APR 1984
(FIXED-PRICE) (SHORT FORM)
(IAW FAR 49.502(a)(1))

I-684. * 52.249-2 TERMINATION FOR GONVENIENCE OF THE GOVERNMENT SEP 1996
(FIXED-PRICE)
(IAW FAR 49.502(b) (1) (1))

1-690. * 52.249-4 TRRNTNATION ¥OR CONVENIENCE OF THE GOVERNMENT APR 1984
(SEBRVICES) (SHORT FORM)
(IAW FAR 49.502(e))

I-692, # B/2.249-6 TERMINATION (COST-BEYMAURSEMENT) SEP 1996
(IAW FAR 49.503(a)(1))

I-696. 1 52.24%-6 TERMINATION (COST-REYMBURSEMENT) -- ALTERNATE IV SEP 1996
(IAW FAR 49.503(a)(4))

T-699. * 52 24%9-8 DEFAULT (FIXED-YRICE SUPFLY AND SERVICE) APR 1984
(IAW FAR 49.504(Ca) (1))

I-710.4! 52.249-14% EXCUSABLE DELAYS APR 1984
{IAW FAR 49.505(d))

1-732. 52.252-4 ALTERATIONS IR CONTRACT AFR. 19B4

(TAW FAR 52.107(d))
Portions of this contract are altered as follows:
PO BE TNVOKED A% NECESSARY

I-733. h2.252-6 AUTHORTZED DEVIATTONS TN CLAUSES APR 1984
(IAW FAR 52.107(f))
For the purposes of thiz clause blank(s) 1s/are completed as follows:

(b) Defense Federal Acquisition Regulation Supplement (48 CFR Chapter 2)

I-750.  52.253-1 COMPUTER GENERATED FORMS JAN 1991
(IAW FAR 53.111)

TA-10.  252.201-7000 CONTRACTING OFFICER'S REPRESENTATIVE DEC 1991
(IAW DFARS 201.602-70)

IA-22.  252.203-7001  SPECTAL PROHIBITION ON EMPLOYMENT JUN 1997
(IAW DFARS 203.570-5) .

TA-24.  252.203-7002 DISPLAY OF DOD HOTLINE POSTER DEC 1991
(1AW DFARS 203.,7002)

IA-31.  252.204-7000 DISCLOSURE OF INFORMATION DEC 1991
(IAW DFARS 204.404-70(a))

IA-32.  252.204-7002 PAYMENY FOR SUBLINE ITEMS NOT SEPARATELY PRICED  DEC 1991
(IAW DFARS 204.7104-1(b)(3)(iv))

TA-33.  252.204-7003  CONTROL OF GOVERNMENT PERSONNEL WORK PRODUGT APR 1992
(IAW DFARS 204.404-70(b))

IA-40.  252.205.7000 PROVISION OF INFORMATION TO COOPERATIVE DEC 1991

AGREFMENT HOLDERS
(IAVW DFARS 205.470-2)
IA-90. 252.209-7000  ACQUISYTION FROM SUBCONTRACTORS BURYECT TO ROV 1995
ON-SITE INSPECTION UNDER THE INTERMEDTATE-RANGE
NUCLEAR FORCES (INF) TREATY
(IAW DFARS 209.103-70)
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IA-)52. 252.215-7000  PRICIRG ADJUSTMENTS DEC 1991
(1AW DFARS 215.804-8)
IA-225. 252.21%-7003 EMALL, SMALY, DISADVANTAGED AND WOMEN-OWNED APR 1995

SMALL BUSINESS SUBCONTBACTING PLAN (DoD CONTRACTS)
{IAW DEFARS 219.708(b)Y(1){A))

IA-227. 252.219-7005  IRCENTIVE FOR SUBGONTRACTING WITH SMALL NOV 1995
BUSINESSES, SMALL DISADVANTAGED BUBINESSES,
HISTORICALLY BLACK COLLEGES ARD UNIVERSITIES, ARD
MINORITY ENSTITUTIONS
(TAW DFARS 219.708(e)(1)(A))
For the purposes of this clause the blank is completed as follows:
{(a) Ll percent

Ia-280. 252.223-7004  DRUG-FREE WORE FORCE SEP 1988
(IAW DFARS 2213.370-4(a))
IA-282. 252.223-7006  PROHIBITIOR ON STORAGE AND DISPOSAL OF TOXIC APR 1593

AND HAZARDOUS MATERTALS

(1AW DFARS 223.7103)
(The Balance of Payments Program is not applicable when the estimated cost of the
products or service is at or below the Simplified Acquisition Thresheld)

TA-293. 252.225-7012 PREFERERCE FOR CERTATH DOMESTIC COMMODITIES SEP 1997
(IAW DFARS 225.7002-3¢(a))

TA-287. 252.225-7016  RESTRYCTION ON ACQUISITION OF ANTTFRICTION FEB 1998
BEARINGS

{ITAW DFARS 225.7019-4, and p.L. 98-010 dated
22 May 98 (DFARS Case 97-D321))
{Clause is not applicable when items acquired overseas are for use overseas)

IA-312. 252.225-7025 RESTRICTION ON ACQUISITION OF FORGINGS JUN 1997
(IAW DFARS 225.7102-4(a))}
TA-312H. 252.225-.703)  SECONDARY ARAB BOYCOTT OF ISRARL JUN 1992

{IAW DFARS 225.770-3)

TA-332, 252.227-7013 RICGHTS IN TECHNICAL DATA AND COMPUTER SOFTWARE ROV 1995
(IAW DFARS 227.7102-3(b), and 227.7103-6(a))
{e)(3) The Contractor asserts for itself, or the persons identified below, that
the Goverfiment's rights to use, release, or disclose the following
technical data should be restricted--

Technical Data Asserted Name of Person
to be Furnished Basis for Rights Asserting
With Restricrions# Assertionk¥ Categorykis Restrictiongikk

*If the assertion is applicable to items, components or processes developed at
private expense, identify both the data and each ltem, component, oOr process.
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#*Generally, the development of an ltem, component, or process at private expense,
either exclusively or partially. is the only basis for asserting restricrions on the
Government's rights to use, release, or disclose rechnical dsra pertaining to such
items, components, or processes. Indicate whether development was exclusively or
partially at private expense. If development was not at private expense, enter the
specific reason for asserting that the Government's rights should be restricted.

*ikEnter asserted rights category (e.g., governmment purpose license rights fron a
prior contract, rights in SBIR data generated under another contract, limited or

government purpose rights under this or a prior contract, or specifically negotiated
licenses).

drkw(orporation, individual, or other person, as appropriate.

Date

Printed Name and Title

gignature

(End of identification and assercion)

(£} (2)Government purpose rights markings.
Pata delivered or otherwise furnished to the Government purpose rights shall be
marked as follows:

GOVERNMERT PURFOSE RICGHTS

Contract No.

Contractor Name

Contractor Address

Expiration Date

The Government’s rights to use, modify, reproduce, release, perform,
display, or disclose these technical data are restricted by paragraph
(b)(2) of the Rights in Technical Data--Nomcommercial Items clause
contained in the above Identified contract. No restrictions apply aiter
the expiration date shown above. Any reproduction of technlceal data or
portions thereof marked with this legend must also reproduce the markings.

(End of Legend)
(3) Limited riphts markings.

Data delivered or otherwlse firnmished to the Government with Limited rights
shall be marked with the following legend:
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Contract No.

Contractor Name

Contractor Address

Expiration Date

The Government’s rights to use, modify, reproduce, release, perform,
display, or disclose these technical data are restricted by paragraph
{by{3) of the Rights in Technical Data--Noncommercial Items c¢lause
contained in the above identified contract. No restrictions apply after
the expiration date shown above. Any reproduction of technical data or
portions thereof marked with this legend must also reproduce the
markings. Any person, other than the Government, who has been provided
access to such data must promptly notify rhe above named Contractor.

(End of legend)

(4 Special license rights markings.

(i) Data in which the Government's rights stem from a specifically negotiated
license shall be marked with the following legend:

SPECIAL LICENSE RIGHTS

The Govermment's rights to use, modify, reproduce,
release, perform, display, or disclose these data

are restricted by Contract No. (Insert contract

number), License No. {Insert license

identifier). Any reproduction of technical data
or portions thereof marked with rhis legend must also
reproduce the markings.

(End of legend)
Ia-336. 252.227-7014 RIGHTS IN RONGCOMMERCIAL COMPIUTER SOFIWARE AND JUN 1995
NONCOMMERCTAY, COMPITTER SOFTWARE DOCUMENTATIOR
(TAW DFARS 227.7203-6{a){1))
Ia-3370, 252.227-T7016 RIGHTS IN BID OR PROFOSAL INFOBRMATION JUN 1995
{TAW DFARS 227.7103-6(e){1l), 227.7104{e) (1},
or 227.7203-6(b))




TA-338G.

Ta-2339.

IA-343,

TA- 345,

TA-347.

For the purposes of this
252.

TA-351.

TA-352.

TA-353.

TA-355.

IA-399.

TA-420,

TA-422.

YA-426.

IA-632.

TA-635.

YA-648.

TA-649.

252.

252.

252.

252.

252.

252.

252.

232,

252

252

252.

252

252

252

252

252

227-7019

227-1020

227-T02%

227-7027

227-7030

227-7034
2277036

227-7037

227-7039

.231-7000

LR232-7004

232-7006

L219-7011

L242-7000
L242-7004
.243-7001

.243-7002
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VALTDATION OF ASSFRTED RESTRICTIONS--COMPUTER

SOFTWARE
(TAW DFARS 227.7104(e)(3), and 227.7203-6(c))

RIGETS IN DATA -- SPECIAL WOREKS

JUR 1995

JUN 1985

(IAW DFARS 227.7105-3,227.7106(a), or 227.7205{(a)}

LIMITATIONS ON THE USE OR DISCLOSURE OF
GOVERNMENT FURNISHED INFORMATION MARKED WITH
RESTRICTIVE LEGENDS

JUR 1995

(IAW DFARS 227.7103-6(c), 227.7104(f)(1), or 227.7203-6(4))

DEFERRED ORDERING OF THECHRICAL DATA OR COMIUTER
SOFTWARE

{IAW DFARS 227,7103-8(b))

TECHNICAL, DATA--WITHHROLDING OF PAYMERT

(IAW DFARS 227.7103-6(e)(2) or 227.7104(e)(4)}
clause, the Contracting Officer may withhold 10%
PATENRTS - - SUBCONTRACTS

{IAW DFARS 227.304-4)

DECLARATION OF TECHNICGAL DATA CONFORMITY

(TAW DFARS 227.7103-6(e)(3) or 227.7104(e)(53))
VALIDA'TION OF RESTRICTIVE MARKTRGS ON TECHNICAL
DATA

(TAW DFARS 227.7102-3(c), 227.7103-6{e)(4),
227.7104Ce)(6), or 227.7203-6(f)
PATENTS - -REPORTING OF SURJECT IRVENTIONS

{(IAW DFARS 227.303(a))

SUPPLEMENTAL COST PRINCIFLES

(IAW BFARS 231.100-70)

DOD PROCRESS PAYMENT RATES

(IAW DFARS 232.502-4-70(b)), and 232.502-4-70(c))
REEDUCGTION OR SUSPENSION OF CONTRACT PAYMENTS
$OR FINDING OF FRAUD

(TAW DFARS 232.111-70)

PAYMENT BY FLECTRONIC FUNDS TRANRFER (CCR)

{IAVW DFARS 232.1103, and b.L. 98-00% dated

(20 May 98 (DFARS Case 9B-DO12))

POSTAWARD CONFERENCE

{IAW DFARS 242.570)

MATERTAL MANAGEMENT AND ACCOUNTING SYSTEM

(IAW DFARE 241.7206)

PRICING OF CONTRACT WODIFICATIONS

{IAW DFARS 243.205-71)

REQUESTS FOR EQUITABLE

ADJUSTHENT

{IAW DFARS 243.205-72)

AFR 1988
OCT 1988

APR 1984
JAN 1997

NOV 1985

AFR 1990
DEC 1991
FEB 19%6

AUG 1992
JOUN 1998

DEC 1991
SEP 1996
DEC 19491

MAR 1998

(b} I certify that the request Iz made in good faith, and that the supporting data
are accurate and complete to the best of my knowledge and belief.

(Official*s Name)

{Title)
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IA-662. 252 _.245-7001  REPORTS OF GOVERNMENT FROFERTY MAY 1994
(IAW DFARS 245.505-14(a))

IA-T45. 252 .247-7023 TRANSPORTATION OF SUPPLIES BY SEA NOV 1993
(IAW DFARS 247.573(b)

IB-305. 5359 .204-9000 NOTIFICATION OF GOVERNMENT SKCURITY ACTIVITY MAY 1996
(TAW AFFARS 5304.404-90)

IB-306. 5352.204-9001 VISITOR GROUP SECURITY AGREEMENTS MAY 1996
(IAV AFFARS 5304.404-350)

18-31L. 5352.216-9001 AWARDING OBDERS UNDER MULTIFLE MAY 1996

AWARD CONTRACTS
(IAW AFFARS 5316.506)
(a) All multiple award contractors shall be provided a fair opportunity to be
considered for each order in excess of $2,500 pursuant to the procedures establizhed
in this clause, unless the contracting officer determines that:
(1) ‘The agency’'s need for the services or supplles is of such urgency that
providing such opportunity to all such contracrors would result in unacceptable

delays;

(2y Only one such contractor is capable of providing the services or supplies
at the level of quality required because the services or supplies ordered are unique
or highly specialized; "

(3) The task or delivery order should be izsned on a4 zole source basis in the
the Interest of economy or efflclency because it is a logical follow-on to an order
already issued under the contract, provided that all awardees were glven a fair
opportunity pursuant to the procedures in this clause to be considered for the
original order; or

{4} 1t is necessary to place an order to satisfy a minimum guarantee.

(b) Uniess the procedures in paragraph (a) are used for awarding individual orders.
multiple award contractors will be provided a fair opportunity to be consldered for
each order using the following procedures:

Alternate I (May 1996)

Orders will use the pre-established deseriptions, prices, and schedule information,
in comjunction with past performance on previous orders awarded under this contract,
to determine the appropriate contractor to recelve each order.

Alternate IT {(May 1996)

(1) The Government will request that each muitiple award contractor submit thelr
technical and/or managerial approach, if necessary, and cost/price estlmate in
response to the Government's work statement.

(2} The response may be presented to the Government either orally or in writing.
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{3) The Government will issue orders based on an assessment of Technical approach,
estimated total cost/price, past performance, and managementl to_Include
availability of qualified persomnel in making avards under this paragraph.

(¢) Under the provisions of the Federal Acquisition Streamlining Act of 1994, 10
U.5.C. 2304 (c¢) (Public Law 103-355), a protest s not authorized in comnection with
the issuance or proposed issuance of an individual task or delivery order except for
a protest on the grounds that the order increases the scope, period, or maximum
value of the contract under which the oxder is issued.

(d) For this contract, the da&igﬁatﬂd task or delivery order ombudsman is

Mz Verna Thompson, HQ ATA/LGC at 210 917-2453.

The task or delivery order ombudsman is reponsible for reviewing complaints from
multiple award contractors and ensuring that all of the contractors are afforded a
fair opportunity to be considered for task and delivery orders in excess of $2,500
consistent with procedures in the contract. However, It iz not within the
designated task or delivery order contract ombudsman’s authority to prevent the
fssuance of an order or disturb an existing order.

(e} This clause does not guarantee the contractor {zsuance of any task order or
delivery order above the minimum guarantee(s) stated in FAR 52.216-22 of this
contract.
IB-320. 53572.223-9000 PLIMINATIOR OF USE OF CLASS I OZONE DEPLETING MAY 1996
SUBSTANCES (ONS) TN AIR FORCE PROCUREMENTS
(TAV AFFARS 5323.89%90-7)
For the purposes of this clause the blank({s) is/are completed as follows:

Substance Applicarion/Use pantit bs
None
IB-321. 5352 _223-9001 SAFETY AND ACCIDENT FREVENTION JUN 1997
({IAW AFFARS 5323.9002)
IB-343. 5352.242-9000 CORTRACTOR ACCESS TO AIR FORCE HAY 1996
' INSTALLATIONS

(IAW AFFARY 5342.4%0-1)
For the purpeses of thisz clause the blank(s) is/are completed as follows:

(b)Y AFMC Form 4%6

IB-421C. 5352.215-9005 INCORPORATION OF CONTRACTOR'S TECHRICAL JUL 1997
PROPOSAL (AFMC)
(IAW AFMCFARS 5315.407-%0(f))

(a) The following documents are incorporated herein by reference and

made a part of this contract:

Paragraph Nos. Vol II, paragraph 11.3.1.2 and all! subpar hs thereun Apes
36-43 of Contractor’s Technical Proposal dated 09 Jul 1998, proposal number 2288
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(b} Nothing contalned in the Contractor's technical proposal shall constiture a
walver to any other requirement of this contract. Im the event of any conflict
between the contractor’s technical proposal and any other requirement of the
contract, the conflict szhall be resolved in accordance with the Order of
Precedence clause. For purposes of the Order of Precedence clause the

document{s) listed above shall rank next, following (e) the specifications.

{c) The detailed technical content of the Contractor's proposal was an lmportant
factor in the selection of the Contractor foxr award of this contract. The
documents 1listed above are now contractually binding. The Contractor shall not
change or otherwise deviate from the content of these documents without prior
written approval from the Contracting Officer.

(d) 1If it is necessary to change the performance, design, configuration, or
other items specified in the technical proposal in order to comply with the
requirements of the contract clauses, special contract requirements, or statement
of work, the contract shall be modified appropriately.

(e) The Contractor agrees that the documents listed above will reflect the
results/responses to all discussions, Clarification Regquests (CRs), and/or
Deficiency Reports (DRs) lssued during the negotiatlon process. If, after
contract award, it 1s discovered that changes made during negotiations were not
Incorporated in the SOW and/or technical proposal, such changes to the
Contractor’s documents shall be considered administrative in nature and shall be
made by unilateral modification to the contract, at no change in contract cost or
price or other terms and conditions.

IB-423. 5352.215-9009 TRAVEL (AFMC) JuL, 1997
(IAW AFMCOFARS 5315.407-90(k))

(a) The Contractor may be required to travel within the contiguous United States
and overseas. The Contractor may be required to travel by Government-provided
transportation. Travel requirements will be relmbursed by separate voucher and
must be approved in advance by the Contracting Officer. Travel requirements will
be identified, proposed, and negotiated in individual task orders on a
cost-reimbursement basis. Billable travel costs are air fsre, ground
transpertation, and per diem c¢ozts, not labor hours. The Contractor zshall he
responsible for obtaining any passports or visas and making travel arrangements to
and from any CONUS location.
(1)} Per diem, air fare, and all other allowable travel costs shall be
reimbursed in accordance with the Federal Acquisition Regulation. All
travel within overseas areas shall be approved in advance by the Contracting
Officer,
(2) The Government may provide travel to and from overseas work sltes via Air
Mobility Command (AMC) flights, if avallable. AMC travel fees may be
Contractor-paid and involced to the Government. The Government will be
responsible for obtaining travel clearances and izsuance of any required
special orders.
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(b) Use of AMC transportation shall be approved in advance by the Contracting
Officer or designee. Orders authorizing AMC travel will specify the Contractor's
Cusromer Identification Code (CIC). If the Contractor does not have CIC number, the
orders will state "speclal account handling: billing for AMC transportation will be
forwarded to: as specified in individual task ordexs, issued hereunder, as

applicable.

IB-424. 5352.215-9010 TRATNING (AFMC) JUL 1997
{TAW AFMCFARS 5315.407-90(1))

(a) When training is conducted at a Government slite, Government -furnishad

facilities and equipment will be utilized including classrooms, overhead

projectors, screen, chalkboards, and equipment iInstalled under this contract.

{(b) The contractor shall be responsible for:
(1) Furnishing all training manuals, schematics, drawings, charts, and
transparencies required to conduct training. A copy of all training
materials will be provided to the Government Functional Area Evaluator
(FAE) (see AFMCFARS 53137.9]1) for review and approval;
{23 Furnishing all equipment necesszary to effectively conduct the training
program except equipment that is specifically identified elsevhere In the
contract as being furnished by the Government; and
(3) Conducting formal training approximately eight hours per day (excluding
weekends and Government holidays). ‘

{(c) The government FAE will be the point of contact for coordinating training
dates.

TB-440C. 5352.217-9010 ASSOCIATE CORTRACTOR ACGREEMENTS (AFMC) JUL 1987
(IAW AFMCFARS 5317.9203(a))

(a) The contractor shall enter Into Assoclate Contractor Agreements (ACA) for any

portion of the contract requiring joint participation in the accomplishment of the

Government’s requirement. The agreements shall include the basis for sharing

information, data, technical knowledge, expertise, and/or Tesources essential to

the integration of the to be identified onm wvidual tas ders, issue
hereunder, as applicable which shall ensure the greatest degree of cooperation for

the development of the program to meet the terms of the contract. Assoclate
contractors are listed in (h) below.

(b) ACAs shall include the following general imformation:
{1) Identify the assoclate contractors and their relationships.
(23 Identify the program involved and the relevant Government CONLYAcLs of
the associate contractors. '
{3} Describe the aszsociate contractor interfaces by general subject matter.
(4) Specify the categories of information to be exchanged or support to ba
provided.
(5) Include the expiration date {or event) of the ACA.
(6) Identify potential conflicts between relevant Government contracts and
the ACA; include agreements on protection of proprietary data and
restrictions on employees.
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(¢) A copy of such agreement shall be provided to the Contracting Officer for
review before execution of the document by the cooperating cOntractors.

(d) Fothing in the foregoing shall affect compliance with the requirements of
the c¢lause at 5352.209-9002, Organizational Conflict of Interest.

(¢) The Contractor 1s not relieved of any contract requirements or emtitled to
any adjustments to the contract terms because of a fallure to resolve &
disagreement with an aszoclate contractor.

(£} Liability for the improper disclosure of any proprietary data contained in
or referenced by any agreement shall rest with the parties to the agreement, and
not the Government.

(g) All costs associated with the agreements are included in the negotiated cost
of this contract. Agreements may be amended as required by the Government during
the performance of this contract.

(h) The following contractors are associate contractors with whom agreements are
required:

CONTRACTOR ADDRESS PROGRAM/CONTRACT
IB-44%.  5352.219-9000 INCORPORATION OF SUBCONTRACTING PLAN (AFMC) JUL 1997

(¥AW AFMCFARS 5319.705-5(a))
In accordance with FAR 52.219-9, Small, Small Disadvantaged and Women-
Owned Small Business Subcontracting Plan, the subcontracting plan contained in
BAll Aerospace & Technologles Corp’s Memorandum of Apreement Regarding Master
Subcontracting Plandated 28 Aug 1996 through 27 Aug 1999 is incorporated herein
by reference. The small business goal is 7%. The small disadvantaged business
goal 1s 5%. The women-owned small business goal 15 5%.

IB-46BC. 5352.22B-9001 TINSURANCE CLAUSE IMPLEMENTATION (AFMG) JUL 1997
(IAW AFMCFARS 5328.310(a) and 5328.311-1)

The Contractor shall obtain and maintain the minlmum kinds and amounts of

insurance during performance of this contract as specified by FAR 28.307-2,

Liability, and contemplated by FAR 52.228-5%, Insurance--Work on a Government

Installation, and/or 52.228-7, Insurance--Liablility to Third Persons.

TR-476. 5352.235-9001 EEY POSITIONS AND WINIMUM QUALTFICATIONS (AFMC) JUL 1997
{TAW AFMCFARS 5335.007-90)
(a} Contractor personnel holding the position tivles and having the
qualifications listed below are considered essentlal toe the work being performed
under this contract:
Key Pogitions: Hinimum Qualifications:
Program Manager Statement of Work, paragraph 3.1.1

Project Manager/Task leader/Supervizor  Statement of Work, paragraph 3.1.2.
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(b) 'The contractor shall notify the contracting officer before the departure of
any individual in a key position and identify the proposed subscitution. Any
proposed personnel substiturion that does not meet the minimum qualification
requirements described above requires the prior written approval of the
contracting officer.

TIB-485C. 5352.237-9000 EMPLOYEE QUALIFICATION (AFMC) JUL 1997
(IAW AFMCFARS 5337.110-90(a))
The Contractor shall assign employees to this contract who possess the
qualifications regquired by the contract. To substantiate the employees’
qualifications, the Contractor shall submit a resume to the Contracting 0fficer
for each employee performing services during the term of the contract. The
resumes shall be delivered to the Contracting Officer within the first week that
the employee performs services under the contract or prior to the filrst bhilling
for services performed by the employee, whichever date is the eariler. The
hourly rate billed by the Contractor for an employee who does not meet the
required qualifications may be unilaterally adjusted downward to a wage rate that
the Contracting Officer determines to be appropriate. If the Contractor haz
already received payment, the Contracting Officer may make adjustment on the mext
invoice or require repayment by the Contractor.

IB-486C. 5352,237-9001 CONTRACTOR IDENTIFICATION (AFMC) JUL 1997
(IAW AFMCFARS 5337.110-90(%))

(a) Contractor persotnel and their subcontractors must ldentify themselves as

Contractors or subcontractors during meetings, telephone conversations, in

electronic messages, or correspondence related to this contract,

(b) Contractor-occupled facilities (on AFMC or other Government inztallatlons)
such as offices, separate rooms, or cubicles must be clearly identified with
Contractor supplied signs, name plates or other ldentification, showing that
these are work areas for Contractor or subcontractor personnel.
IB-515C. 5352.24%-9004 BASE SUFPORT (AFMC) JUL 1997
(IAW AFMCFARS 5345.106-90(a)})

Base support shall be provided by the Government to the Contractor in
accordance with this clause. Failure by the Contractor to comply with the
requirements of this clause shall release the Govermment, without prejudice, from
its obligation to provide base support by the date(s) requivred. If warranted,
and if the Contractor has complied with the requirements of this clause, an
equitable adjustment shall be made if the Government fails to provide base
support by the date(s) required.

{(a) Base support includes Government-controlled working space,

material, equipment, services (iIncluding autcmatic data processing), or

other support (excluding use of the Defense Switched Network (DEN))

which the Government determines can be made avallable at, or through,

any Alr Force insrallation where this contract shall be performed. All

Government property in the possassion of the Contractor, provided

through the base support clause, shall be used and managed in

accordance with the Government Property clauses.
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(t) The Air Force installations providing the support shall be listed

in subparagraph (e), and the CGovernment support to be furnished by each
installation under this contract shall be listved in subparagraph (f).

(¢} TUnless otherwise stipulated in the contract sohedule, support

shall be provided on a no-charge-for-use basis and the value shall be a

part of the Government's contract consideration.

(d) The Contractor agrees to lmmediately report {with a copy to the
cognizant CAQ) inadequacies, defective Government - Furnizhed Property

(GFP) or nonavailability of support stipulated by the contract

schedule, together with a recommended plan for obtaining the required
support. The Government agrees to determine (within 10 workdays) the
validity and extent of the involved requirement and the method by which

it shall be fulfilled (e.g., purchase, rental, lease, GFF, erc. ).

Facilities shall not be purchased under this clause. Additionally, the
Contractor (or authorized representative) shall not purchase, or

otherwise furnish any base support reguirement provided by the clause

(or aurhorize others to do o), without prior written approval of the
Contracting Officer regarding the price, terms, and conditions of the
proposed purchase, or approval of other arrangements.

(e) Following are installations where base support will be provided to be
cited on Individual task orders iszued hereunder .

(f) The Government support to be furnished under this contract is cutline In
Attachment 2. Fxceptioms may be noted in Individual task orders Ilssued
hereunder. Because of the nature and location(s) of the work performed, the
value of such equipment iz undeterminable. The Contractor shall not incur any
cost resulting from momsupport prior to Contracting (fficer concurrence in
accordance with this clause,

IB-5150. #! 5352 .245-9004 BASE SUPPORT -- ALTERNATE I (AFMC) JUL 1897
(IAW AFMCFARS 5345.106-%20(a})
Add the following paragraph (g) toe the basle clause:

(g) When this contract is a cost, cost-reimbursement, time-and-materials,
or labor-hour comtract, the Contractor agrees that in the performance of
this contract or any major subcontract no direct or Indirect costs for
property will be incurred if the Government determines that property is
available at, or through any Air Force installation where thils contract
shall be performed. Only the prier written approval of the Contracting
Officer can relieve the Contractor from this restriction.
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CONTRAGT NUMBER F4162189D7700

PART IIi - LIST OF DOCUMENTS, EXHIBITS AND OTHER ATTACHMENTS
SECTION J
LIST OF ATTACHMENTS

RM NR TITLE DATE NR OF PAGES

DD Form 254 Contract Securliry 30 Sep 98 11
Classification Specificarions

Appendix "A" Statement of Work 19 May 98 # 32

DD Form 1423 Exhibic "B", Contract Data 0& Feb 98 &
Requirement List

Attachment 1 Secrion B Pricing Tables ek
{Tablea A through E)

Attachment 2 Base Support Letter 26 May 98 1

(All 1isted attachments are at the end of this document)

#Includes changes incorporated by Amendment 0001 to soliciation F41621-98-R-5300,
dated 18 Jun 1998.

*#w(OfFferor shall insert this information




FTEgF RS gf 4

DEPARTMENT OF DEFENSE 1. CLEARANCE AND SAFEGUARDING
CONTRACT SECURITY CLASSIFICATION SPECIFICATION | ® FACIUTY CLEARANCE REQUIRED
TOP SECRET
fThe requirements of the Dol) Industrial Sequrity Manuad apply b.LEVEL OF SAFEGUARDING REQURED
to all security aspects of this effart) TOP SECRET
2. THIS GPECIFICATION IS FOR: (X and complete o5 applicablel 3. THIS SPECIFICATION 18; (X el completo a5 applicatle)
x a. PRIME COMTRACT NUMBER X a. ORIGINAL (Carmplete date in il y Date r¥varaiboy
- L gIe I &l Cases
F41621-99-D-7700 98 (09 30
b. SUBCONTRACT NUMBER b. REVISED [Sugersedes Revigion No. Date ryyaMnm
ol previcirs specs)
c SOUCITATION QR OTHER NUMBER DUE Date fyyMaDLy Prate rvyMADLy
o. FINAL [Complete fren 8 in alf cases)
4, IS THIS A FOLLOW-ON CONTHACT? | ves | X | NOL It Yes, complse the fatiowing:
Classified material received or generated under {Preceding Cantrger Nurnber!  is transferred to this follow-on contract
5,15 THIS A FINAL DD FORM 2547 | [YES | X | NO, i Yes, compiota the tollowing:

in response to the contragtor's requestad dated . retenticn of the identified clagsified imatenal is authorized for the period of
il q p

6. CONTRACTOR fnciude Cornmercial andg Governiment Eptity {CAGE] Cadef

3. NAME, ADDRESS, AND 7IP CODE b. CAGE CODE |o. COGNIZANT SECURITY OFFISE (Mame, Address, and Zip Codel
Ball Acrospace & Technology Corp 134993 Central Region DSS

1600 Commerce Street Southwest Sector

Boutder €0 80301 106 Decker Court, Suite 200

TIrving TX 75062-2795
COMM: (214) 717-5228 FAX: (214) 717-0268

7. SUBCONTRACTOR

a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE | ¢, COGNIZANT SECURITY OFFICE iName, Address, and ia Codgl
N/A N/A N/A

8. ACTUAL PERFORMANCE

a. LOCATION b. CAGE CODE | ¢ COGNIZANT SECURITY OFFICE [Name, Adgress, snd Zip Cie)
SEE ITEM 13 N/A N/A

5. (GENERAL IDENTIFICATION OF THIS PROCUREMENT

ENGINEERING AND TECHNICAL SERVICES SUPPORT CONTRACT FOR AIR FORCE INFORMATION WARFARE
CENTER

16, THIS CONTRACT WILL REQUIRE ACCESS TO:| YES | No | 11, IN PERFORMING THIS CONTRACT. THE CONTRACTOR WILL: | YES | NO
. COMMUMICATIONS SECURITY [COMSEC) INFORMATION T CBNRARTOR'S EACITY CrCA g Ny o NOTHER X
5 RESTRICTED DATA X 1b REGEIVE CLAZSIFIED BOCUMENTS ONLY 4
. CRITICAL NUCLEAR WEAPON DESIGN {HFORMATION X | RECEIVE AND GENSRATE CLASSIFIED MATERIAL A
d. FORMEALY RESTRICTED DATA X j¢.  FABRICATE, MODIFY, OF STORE CLASSIFIED HARDWARE S
v INTELLIGENGE INFORMATION B 6. PERFORM SERVICES ONLY 3
{1} Sensitive Compaorimanteqd Infarmation (501 >’< j Elt'?:\éz SCSE{P%SST 5$13NEL§$§WHWTwnTU ><
) Non-Sei X S e B s O T L IFORMATION | ™S
f. SPECIAL ACCESE INFORMATION X _]h REQUIME A COMSEC ACCOUNT x
g NATE INEORMATION X i MAVE TEMPEST REGUIREMENTS 4
1. FOREIGN GOVERANMENT INFORMATION M1 HAVE DEERATIONS SECUMTY (QFSEC! REQUIREMENTS o
Lo LIMITED DISGEMINATION INFORMATION 2 {x  BE AUTHDRIZED TO USE THE DEEENSE COURIER SEAVICE Y
;. FOR OFFICIAL USE DNLY INFORMATION X I OTHER rSpeciy)
K. OTHER (Specify)
x x

BR Form 254, DEC 90 (EF-V'1) iperForM PROY Fravious editions are chaoiete,




tem 8, Ba. and 8b continued:
ACTUAL PERFORMANCE

Continuation Sheet, DD 254
RFP F41621-99-D-7700
Original Submission: 88 09 30

F41621-99-D-7700
16 Oot 98

The following Ball Aerospace & Technologies Corp. locations will aiso perform on this

contract

a. LOCATION

Bail Asrospace & Technologies Corp.

Boulder Industrial Park
1600 Commerce Street
Boulder, CO 80302

Ball Aerospace & Technologies Corp.

Albuguerque Office
2021 Girard, SE
Albuguergue, NM 87106

Bal Aerospace & Technologies Corp.

San Antonio Operations
4100 Piedras Drive East, Suite 105
San Antonio, TX 78228

Ball Aerospace & Technologles Corp,

Dayton Operations
2875 Presidential Drive, Suite 180
Fairborn, OH 45324

Ball Aerospace & Technologies Com.

San Diego
9179 Agro [Irive
San Diego. CA 92123-2411

b, CAGE CODE

13033

U759

03WX4

TWTES

5PS09

c. COGNIZANT SECURITY OFFICER

Defense Security Service
Southwest Sector

106 Decker Court, Suite 200
trving. TX 75062-2795

Defense Security Service
Southwest Sector

106 Decker Court, Suite 200
Irving, TX 75062-2795

Defense Security Service
Southwest Sectar

108 Decker Court, Suite 200
frving, TX 76062-2785

Defense Security Service
2900 Presidential Drive, Suite 360
Fairborn, OH 45324

Defense Security Service
3600 Long Beach Boutevard
Long Beach, CA 90807-4013




12, PUBLIC HELEASE. Any information (clnssified or unelsssitiagl perlaining to this conteat shall not be rewgsed for pubie dIssmunation exceptl A8 provaad by tha industnal
Secunty Manugal or priess it hos been approved for public relesse by BPArORIae Government sulhority. Proposed pobbc releases shall ba subimitted (o7 approvat poae 10 retanse

I jﬁi:act I X |Thrﬂugh 1Specity)

 PUBLIC RELEASE OF SCI 1S NOT AUTHORIZED.

to the Directorata for Fzeedom of Inforreation and Security Review. (tfica of the Assistam Secrutary of Defensu (Pubbic AHairsh fol raview.

|1y e £ase of aon-Nol User Agencien, requasts {or diselpnare chall ba subimitied 19 that aoency.

13, SECURITY GUHDANCE. The security classiicaton quidance nead 1or this classitied etfort i Wantitied beiow. |f any difficulty is encooatarsd in appiying this guidance o # sny
aEner Gontbuting Tactor ingicates a need for chehgad in this guidance, the costrsttor is suthorized and encoycaged 16 provite recommandad chaNges: 10 cnaliange tha guidancs of wha
clasaification aesigned o Briy inTOrMAaNon of Margrial rnishad of GRNEIALRG LINRr This GONIFACT ANG 10 SubIMT By questient Tur inTeMHeation of this guidance Lo e olticiel identifed
mmlow. Panding #nal decision, the informition involved shall be tandied and protected at the Righest ievel of classification assgned of secommangad. (Al in a5 appropriate for e
ciagsifien effarr.  Arwch, 0 I0rwany under separsie correspondence, any oocumentsguideline /e XtACTS rpternne horain, Ajd aqdinonsl QRGeS B eeded [0 pOviEe COmpRD

SEE ATTACHED
BLOCK 8a AFIWC

102 HALL BLVD
SAN ANTONIO TX 78243-7016

HQ AIA/SOP_S Cei 55 rp :

14, ARDITIONAL SECURITY REQUIREMENTS. nAequiremants, in adoinon 5o 15M raguirerments, arg established tor this conteper, #F Yas, identify | » l Yes MNo

the pertinent CONIFRCTURI CIAUERS IN LRE COATYACT TOCWINENT FISEl. OF provids 81 appropriate statement which identitips the Bdditional tedtuirernents.  Provide
F LORY OF the faquirernens 1o [he cognfzart secutity affice. Use frem 13 if additional space (s neadeo]

SEE ATTACHED

15, INSPECTIONS. tlamants ot 1his contrac: ars ouTsitg the inspection respansiblity of the cognzant sacufity aMlice. iff Yes, identify sarcific ] [ Yas I 4 l No
ANERS GF RIBMEALS CArvEY Gut 300 the Bctivity resporsibie for inspections. Use frem 7.3 I gdditionsl space is neoded. }

16. CERTIFICATION AND SIGNATURE. Security requirements stated herein are complete and adequate for safeguarding the classified
information 1o be reiessed or generated under this classified effort, All questions shall be refetred to the official named heiow,

a. TYPED NAME OF CERTIEYING OFFICIAL b. TITLE ¢, TELEPHONE inciuda dres Cadul
EDWARD E. HUGHES G5-12 CHIEF, CONTRACT SUPPORT BRANCH :
(210 977-4819
d. ADDRESE uacivee Sin Codw 17. REQUIRED DISTRIBUTION
AFIWC/MSPC X | a contracTon
H2 HALL BLVD SUITE 3158 b, BUHESCONTRACTOR
SAN ANTONIO TX 78243-7014 A1 . COGNsZANY SECURFTY CFFICE FOR FHIME AND SUBCONTRACTOR
e. SIGNATURE ] 6. WS ACTIVITY PESPONSIBLE FOR OVERSGEAS SECURITY ADMIMISTRATION
X 6. ADMINISTHATION CONTRACTING OFFICER
,‘gﬂ}&a’ ; X 11 oTeeRs AS NECESSARY

DD Form 254, DEC 80 (REVERSEV(EF-V 1} (PerFORM PROJ




FA1621-29-0-7700
30 Sep 98

DD FORM 254
BLOCK 13 ATTACHMENT
8. ACI’" UAL PERFORMANCE.
8a. Location: Kelly AFB and other locations as authorized by the tasking PMO.
8c. Cogmizant Security Office: HQ AIA/SO.
10e. SCI work will be done in an appropriately accredited SCT facility (SCIF).
10e(1). Contractor will require access to DCIDY’s 1/7 and 1/19.
10e(2). Contractor will require AFT 14-302(DCID 1/7) and AF1 14-303.

10g. “Access up to and inchuding NATO SECRET matenal is approved for reference
only at the government facility.” All personnel granted access to classified information
released or generated under this contract must be US citizens and possess a final security
clearance by competent government authority beforehand. Immigrant aliens and interim-
cleared personnel holding a contractor-granted CONFIDENTIAL clearance are not
eligible for access to classified information released or generated under this contract
without the express permission of the Cognizant Security Agent.

1. The contractor must:

(1) Maintain accountabifity for all intelligence, inteliigence-related, or SCI material
refeased to his or her custody.,

(2) Notreproduce intelligence, intelligence-related, or SCI materials without the
written permission of the releasing agency. If permission is granted, each copy will be
controlled in the same manner as the original.

(3) Not destroy any intelligence, intelligence-related, or SCI material without
advance approval of the releasing agency.,

(4) Restrict access to only those individuals who posses the required security
clearance and who are actual providing series under the contract. Further dissemination
to other contractors, subcontractors, other government agencies, and private individuals
or organizations is prohibited unless authorized in writing by the releasing agency.

(3) Not release intelligence material to foreign nationals or immigrant aliens
whether or not they are also consultants, US contractors, or employees of the contractor,
and regardless of the level of their security clearance, except with advance written
permission from the originator,




F41621-99-D-7700
30 Sep 98

{6} Ensure that each empioyee having access to the intelligence, intelligence-related,
or SCI material is fully aware of the special security requirements for this material and
mainiains records in a manner that permits the contractor 1o furnish on demand the name
of individuals who have had access to the material in their custody.

(7) Annually furnish the Contract Monitor (CM) a listing of all intelligence,
intelligence-related or SCI material released 1o or generated by the contractor. The listing
must be sent too the UM no later than | February.

(8) Upon completion or termination of the classtfied contact, or sooner, when the
purpose of the release has been served,, the contractor must return to the CM all
intelligence, intelligence-related, or SCI material (furnished or generated), unless
retention or destruction is authorized in writing by the originator of the intelligence of the
SIO or the releasing command.

(9) The use, operation, or connection of a telephone answering machine within the
SCIF boundary of a contractor’s facility performing work on an AIA contract must be
preapproved by AlIA in writing and may contain restrictions contractually binding on the
CONtractor.

{10) The use of facsimile equipment to transmit information related to an ALA
contract whether government or government derived, classified or unclassified, inside or
outside the contractor's SCIF must have 69010G or NSA, written approval must be
obtained from 690IQG to use the equipment. The written approval may contain
restrictions contractually binding on the contractor.

(1) For Computer Security direction, the contractor shall comply with Joint DODIIS
Manual in its entirely or obtain waivers in writing from 690]0G for specific relief,

I1b. The contractor only receives classified documents, but will not generate classified
information that requires detatled guidance. The classification markings shown on the
documents received, provide the classification guidance necessary. “Classify information

generated in performance of this contract according to the markings shown on the source
material.”

He. The contractor must have the capability to store up to and including SECRET
material at their facility. In addition, prior to processing any ¢lassified material on an
Automated Information System (AIS), the system must be approved by the CSA.
Magnetic media (disk, tape cassette, ete.) generated by the contractor as a result of this
effort shall not be removed from any security area without the prior written approval of

the CM. There is a possibility that material will be generated at the collateral level.
Classification guidance wili be provided,




F41621-99-D-7700
30 Sep 98

tle. “Contract is for engineering services, Classification markings on the material that is
furnished provides the classification guidance necessary to perform the contrace.”

11g.. The contractor is required 1o prepare and process a DD Form 1540, Registration for
Scientific and Technical Information Services, and DD Form 1541,

111, Not Applicable.

2. All Sensitive Compartmented Information (SCI) and material will be handled
according to special security requiremnents furnished by the responsible Special Security
Office designated in Lrem 5.

3. Upon completion of this contract all Sensitive Compartmented Information maeria!
provided to or gencrated by the contractor will be retumed to AFIWC/EAS. If the
material has been superseded or is not longer applicable, AFIWC/EAS will provide
disposition instructions to the Contractor Special Security Officer.

4. E.0. 12958, Classified National Security Information, ¢ontains new classification,
declassification, and marking requirements that are not found in the current DOD
5220.22M, National Industrial Security Program Operating Manual (NISPOM). Refer to
E.Q. 12958 for guidance until the NISPOM is revised.




Attachment 1, Release of Non-S5CI Intelligence Information to DoD Contractors
DD Form 254 Attachment.

ATTACHMENT TO DD FORM 254 FOR CONTRACT NO: £4/4 2/ ~§§=D- 7700
CONTRACT EXPIRATION DATE: (§Afo¥ 2003

RELEASE OF NON-SENSITIVE COMPARTMENTED INFORMATION (NON-SCI)
INTELLIGENCE INFORMATION TO US CONTRACTORS

1. Requirements for access to non-SCI:

a. All inteilipence material released to the contractor remains the property of the US
Government and may be withdrawn at any time. Contractors must maintain accountability for all
classified intelligence released into their custody.

b. The contractor must not reproduce intelligence material without the written permission
of the originating agency through the Intelligence Support Office. If permission is granted, each
copy shall be controlled in the same manner as the original.

c. The contractor must not destroy any intellipence material without advance approval or
as specified by the contract monitor (CM). (EXCEPTION: Classified waste shall be destroyed as
soon as practicable in accordance with the provisions of the Industrial Security Program).

d. The contractor must restrict access to only those individuals who possess the necessary
security clearance and who are actually providing services under the contract with a valid need to
know. Further dissemination to other contractors, subcontractors, other government agencies,
private individuals or organizations is prohibited unless authonzed in writing by the originating
agency through the CM.

e. The contractor must ensure each employee having access to intelligence material is
fully aware of the special security requirements for this material and shall maintain records in a
manner that will permit the contractor to furnish, on demand, the names of individuals who have
had access to this material in their custody.

f. Intelligence material must not be released to foreign nationals or immigrant aliens
whether they are consultants, US contractors, or employees of the contractor and regardless of
the level of their security clearance, except with advance written permission from the originator.
Requests for release to foreign nationals shall be nitially forwarded to the contract monitor and
shall include:

(1) A copy of the proposed disclosure.

(2) Full justification reflecting the benefits to US interests.

(3) Name, nationality, particulars of clearance, and current access authorization of
each proposed {oretgn national recipient.

g. Upon completion or termination of the classified contract, or sooner when the purpose
of the release has been served, the contractor will return all classified intelligence (fumished or
generated) to the source from which received unless retention or other disposition instructions
(see AFMAN 37-139) are authorized in writing by the CM.

h. The contractor must designate an individual who is working on the contract as
cusiodian. The designated custodian shall be responsible for receipting and accounting for all
classified intelligence material received under this contract, This does not mean that the
custodian must personally sign for all classified material. The inner wrapper of all classified
material dispatched should be marked for the attention of a designated custodian and must not be
opened by anyone not working directly on the contract.




i. Within 30 days after the final product is received and accepted by the procuring
agency, classified intelligence materials released to or generated by the contractor, must be
returned to the originating agency through the contract monitor unless written instructions
authorizing destruction or retention are issued. Requests to retain material shail be directed to the
CM for this contract in writing and must clearly indicate the justification for retention and
identity of the specific document to be retained.

j. Classification, regrading, or declassification markings of documentation produced by
the contractor shall be consistent with that applied to the information or documentation from
which the new document was prepared. If a compilation of information or a complete analysis of
a subject appears to require a security classification other than that of the source documentation,
the contractor shall assign the tentative security classification and request instructions from the
contract monitor. Pending final determination, the material shall be safeguarded as required for

its assigned or proposed classification, whichever is higher, until the classification is changed or
otherwise verified.

2. Intelligence material carries special markings. The following is a list of the authonized control
markings of intelligence material:

a. "Dissemination and Extraction of Information Controlled by Originator (ORCON)."
This marking is used, with a security classification, to enable a continuing knowledge and
supervision by the originator of the use made of the information invelved. This marking may be
used on intelligence which clearly identifies, or would reasonably permit ready identification of
an intelligence source or method which is particularly susceptible to countermeasures that would
nullify or measurably reduce its effectiveness. This marking may not be used when an item or
information will reasonably be protected by use of other markings specified herein, or by the
application of the "need-to-know" principle and the safeguarding procedures of the security
classification systemn.

b. "Authorized for Release to (Name of Country(ies)/International Organization." The
above is abbreviated "REL . This marking must be used when it is necessary to
identify classified intelligence material the US government originator has predetermined to be

releasable or has been released through established foreign disclosure channels to the indicated
country(ies) or organization.

3. The following prdcedures govern the use of control markings.

a. Any recipient desiring to use intelligence in a manner contrary to restrictions
established by the control marking set forth above shall obtain the advance permission of the
originating agency through the CM. Such permission applies only to the specific purposes agreed
to by the originator and does not automaticatly apply to all recipients. Originators shall ensure
that prompt consideration is given to recipients’ requests in these regards, with particular
attention to reviewing and editing, if necessary, sanitized or paraphrased versions to derive a text
suitable for release subject to lesser or no control markings.

b. The control marking authonzed above shall be shown on the title page, front cover,
and other applicable pages of documents, incorporated in the text of electrical communications,
shown on graphics, and associated {in full or abbreviated form) with data stored or processed in
automatic data processing systems. The control marking also shall be indicated by parenthetical
use of the marking abbreviations at the beginning or end of the appropriate portions. [f the

control marking applies to several or all portions, the document must be marked with a statement
to this effect rather than marking each portion individually.




¢. The control markings shall be individually assigned at the time of preparation of
intetlizence products and used in conjunction with security classifications and other marking
specified by E.O. 12958 and its implementing security directives. The marking shall be garried
forward to any new format in which the same information is incorporated including oral and
visual presentations. |

4. Request for release of intelligence material to a contractor must be prepared by the Functional
Area Evaluator (FAE) and submitted to the Intelligence Support Office. This should be
accomplished as soon as possible after the contract has been awarded. The request will be
prepared and accompanied with a letter explaining the requirements and copies of the DD Form
254 and Statement of Work. '




‘Attachment 2, Release of SCI Intelligence Information to DeD Contractors DD
Ferm 254 Attachment.

ATTACHMENT TO DD FORM 254 FOR CONTRACT NO:_ F4/g 2l Q@G- 7700
NUMBER OF $CI BILLETS AUTHORIZED: 57

CONTRACT EXPIRATION DATE: /4 Mo/ 2003 RELEASE OF SENSITIVE
COMPARTMENTED INFORMATION (SCI) INTELLIGENCE INFORMATION TO U5
CONTRACTORS

i. Requirements for access to 3CI: ‘

a. All SCI will be handled in accordance with special security requirements which will be
furnished by the designated responsible special security office (550).

b. $CI will not be released to contractor employees without specific release approval of
the originator of the material as outlined in governing directives; based on prior approval and
certification of "need-to-know" by the designated contractor.

c. Names of contractor personnel requiring access to SCI will be submitted to the
Functional Area Evaluator (FAE) for approval. (The functional area evaluator is identified on the
reverse side of the DD Form 254.) Upon receipt of written approval from the CM, the company
security officer will submit request(s) for special background investigations in accordance with
the NISPOM, to the Intelligence Support Office. The entire personnel security questionnaire
package should not be forwarded to the Intelligence Support Office, The Contractor Special
Security Officer (CSSQ) must follow the instructions provided by the Intelligence Support
Office to the C580.

d. Inquiries pertaining to classification guidance on SCI will be directed through the
880 1o the responsible CM as indicated on the DD Form 254,

¢. SCI furnished in support of this contract remains the property of the Department of
Defense (DoD) department, agency, or command originator. Upon completion or cancellation of
the contract, SCI furnished will be returned to the direct custody of the supporting §SO, or
destroyed IAW instructions outlined by the CM.

f. SCI will be stored and maintained only in properly accredited facilities at the contractor
location. 2. The contract monator (CM) will:

a. Review the SCI product for contract applicability and determine that the product is
reguired by the contractor to complete contractual obligations. After the CM has reviewed the
SCI product(s) for contract applicability and determined that the product is required by the
contractor to complete obligations, the CM must request release from the originator through the
Intelligence Division, Onginator release authonty 1s required on the product types below:

(1) Documents bearing the control markings of ORCON, PROPIN.
(2} GAMMA controlled documents.

{(3) Any NSA/SPECIAL marked product.

(4) Al categories as listed in USAF Intel 201-1,

b. Prepare or review contractor biliet/access requests to insure satisfactory justification
(need-to-know) and completeness of required information.

. Approve and coordinate visits by contractor employees when such visits are
conducted as part of the contract effort.

d. Maintain records of all SCI matenal provided to the contractor in support of the
contract effort. By 15 January (annually), provide the contractor, for inventory purposes, with a




complete list of all documents trans{erred by contract number, organizational control nurnber,
copy nurnber, and document title.

e. Determine dissemination of SCI studies or materials originated or developed by the
contractor.

f. Within 30 days after compietion of the contract, provide written disposition
instructions for all SCI material furnished to, or generated by, the contractor with an information
copy to the supporting S50.

g. Review and forward all contractor requests to process SCI electronically to the
accrediting 550 for coordination through appropriate SCI channels.

h. Request for release of intelligence material to a contractor must be prepared by the
contract monitor (CM) and submitted to the Intelligence Support Office. This should be
accornplished as soon as possible after the contract has been awarded. The request will be

prepared and accompanied with a letter explaining the requirement and copies of the DD Form
254 and Statement of Work.




Attachment & 5
FOR OFFICIAL USE ONLY INFORMATION
(0 Form 254, Block 10i)

I. FOR OFFICIAL USE ONLY INFORMATION:

a. The "For Official Use Only” (FOUO) marking is assigned to information at the time of its creation by a Dol
User Agency. 1t is not authorized as 2 substitute for a security ¢lassification marking but is vsed on official
government information that may be withheld from the public under exemptiens 2 through 9 of the Freedom of
Information Act (FOIAY}.

b. Use of the above markings does not mean that the information cannot be released to the public, only that it
must be reviewed by the Government prior (o its release o determine whether a significant and legititmate
govEmmEn purpose is served by withholding the information or portions of it

2. IDENTIFICATION MARKINGS:

a An unclassified document containing FOUQ information will be marked “For Official Use Only™ at the
bottom of the front cover (if any), on the first page, on each page containing FOUQ information, on the back page,
and an the outside of the back cover (if any). No portion markings will be shown.

b, Within a classified document, an individual page that contzing FOUO and classified information wiil be
marked at the top and borttom with the highest security classification of information appearing on the page. 1 an
individual portion contains FOUO information but no classified informatien, the portion will be marked, CFOUO"

c. Any FQUO information released 1o 2 coniractor by a DoD User Agency is required to he marked with the
following statement prior to transfer:

This document contains information EXEMPT FROM MANDATORY DISCLOSURE under the FOIA.
Exemptions __apply.

d. Removal of the FOUO marking can only be accomplished by the originator or other competent authority.
When the FOUQ status is terminated, all knewn holders will be netified 10 the extent practical.
3. DISSEMINATION: Contractors may disseminate FOUQ information to their employees and subcontractors
who have a need for the infonmation in connection with a classified contract,

4, STORAGE: During working hours, FOUQ information shalt be placed in an out-of-aight-locatien if the work
area is accessible (o persons who do not have 2 need for the information. During non-working hours, the
information shail be stored to preclude unauthorized access, Filing such material with other unclassified records in
vnlacked files or desks, is adequate when internal building security is provided during non-working hours. When
such internal security control is not exercised, locked buildings or rooms will provide adequate after-hours
protection or the material; can be stored in locked receptacles such as file cabinets, desks, or bookcases.

5, TRANSMISSTON: FOUO information may be sent via first-class mail or parcel post . Bulky shipments may be
sent by fousth ¢lass mait,

6. DISPOSITION & DISCLOSURE: When no longer needed, FOUQ information may be disposed of by tearing
each copy into pieces to preclude reconstructing, and placing it in a regular trash container, Unautherized
dizelosure of FOUQ information does not constitute a security violation but the releasing agency should be

informed of any unauthorized disclosure. The unauthorized diselosure of FOUO information protected by the
Privacy Act may result in criminal sanctions,
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Solicitation Number F41621-95-R-3300

Appendix ‘A", SOW, 19 May 9§

STATEMENT OF WORK FOR
ENGINEERING AND TECHNICAL SERVICES SUPPORT
TO THE AF INFORMATION WARFARE CENTER

l. GENERAL

I.] BACKGROUNID: The Air Force Information Wartare Center (AFIWC) explores. apphes
and migrates offensive and defensive Information Warfare (IW) capabilities for operations,
acquisition and testing. The Center provides advanced IW training for the Air Force. The
AFIWC acts as a premier organization for integrating IW across the full spectrum of Air Force
operations. It provides technical expertise for computer and communications security. It is the
AF tocal point for Tactical Deception and Operations Security training. The center's fong range
goals are: |} Operations - Continuously improve Air Force Information Wartare (IW) operations:
2) Traimng - Train tn technical and operational aspects of {W (internal and external); 3)
Organization - Ensure organizational processes are flexible and responsive to customer needs; 4)
People - Provide an environment which promotes professional growth, fosters esprit-de-corps,
and improves quality of life; 5) Information - Promote the use of AFIWCs full capabilities; 6)
Technology - Attain the technical edge to ensure world class products and services. The center’s
short range goals are as follows: 1) Develop and demonstrate operationally relevant and
innovative IW concepts and technologies; 2) Transfer IW knowledge, capabilities, and expertise
to strategic and tactical operations; 3) Improve our capability 1o conduct IW analysis, mission
planning, and tactics evaluation and development; 4) Develop an advanced (W training
capability; 3) Develop a standardized, state-of-the-art communications structure linking intemnal
and external customers: 0) implement a center-wide internal training program. The core ureas
upon which the AFIWC focuses are: 1) Information Protect; 2) Analysis (to include modeling
and simulation); 3) Training; 4) IW Information {from collection through dissemination); 5)
Application of Technology to IW; 6) Innovation in IW,

E2 SCOPE: This Stitement of Work (SOW) describes the tasks and capabilities required 1o
provide engineening and technical support to the AFIWC, and other AF, DoD, and Government
agencies. This support is required for alf phases of system planning, feasibility studies, system
engineering, analyses, prototyping, software development, verification, validation,
documentation, software matntenance, systems integration, and systems testing. This suppon
will complement the existing military and civil service work forces. Services under this SOW
will be generated by the requesting agency and could be in support of any of the defined goals or
core areas, Services will be requested by a Task Order (TO) issued by the Contracting Officer.

A Task Order s required for the contractor o initiate any work under a contract. TOs will
provide the specific details of the technical requirements, any applicable Government Furnished
Property (GFP) and deliverables schedules.

2. Applicable Documents. The following documents are applicable 1o this SOW and attached
appendices to the extent specified herein and in each TO as stated.
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2.0 Military Standards and Specifications.

MIL-STD-498 | Latest released Software Development and Documentation

2.2 Other Documents,

Air Force Instruction (AFT) 16-1001, Latest released

AFIWC/SA Model Architecture Document, (MAD) dite Aug 1996 or Latest released

3. Requirements.

3.1 General. The contractor shall perform tasks, to be specified in the individual TOs, in the
areas 1dentified in the paragraphs below in order 1o furnish the government with the required
support, The technical requirements are a list of duties (Hst may not be all encompassing)
representative of those to be performed that may be specified in the TQs, However, each TO will
deal with 2 subset of these listed requirements and will contain additional instructions. TOs may
relate to 4 single technical area or multiple 1echnical areas. The contractor shall fumish the
necessary personnel, materials, facilities (to include but not limited to lease of facilities 10
support both contractors and government personnel at off-site locations), equipment, travel and
other services required to provide the requested engineering and technical support as specified in
the TOs. The contractor shall perform management tasks throughout the period of performance
of the contract on each TO. The contractor shall be required to submit corrective action plans
when necessary.

3. 1.1 The contractor may be required to perform work at government facilities, its own facilities,
or at other facilities. The individual TOs will specify the location where work is to be performed
if other than at the contractor’s facility,

3.1.2 To support real-world contingencies and exercises, the contractor shall provide hardwure
in support of development efforts, lease, or obtain various hurdware, software. or spare pans, for
delivery 10 the government, as specified in the individual TOs. The intent is to provide hardware
and software during a real-world or exercise situation(s) when time is of critical imporance. The
intent is not to circumvent established government hardware and software procurement
procedures,

3.1.2.1 Quick Response Capability (QRC) Support. Under emergency conditions to support
real-time world contingencies and exercises the Contracting Officer will request from the
contractor 8 Rough Order of Magnitude (ROM) estimate broken down in terms of fibor houss,
matenals, and other direct costs such as travel. (ADDA, ACOU. ADOV)

3.1.3 "The following table lists the number of TOs that may be active simultancously within each
of the functional areas. The contractor shall be capable of managing and supporting up to the

33
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following number of task orders sirmuitaneously and at various stages of completion at any given
ttme througnout the life of the contract. Anticipated requirement 15 20 tasks at any given time,

Functional Ared Number of Simultaneous TOs
Information Protect 8
Analysis 10
Traning ]
IW Information )
Technology Application 2
Comm/Computer 10

3.54 The contractor shal] conduct a Kick-Off meeting with the government within ten (10)
working days after award of each TO. Kick-off meetings for more than one TO may be held
concurrently, ‘The purpose of the kick-off meeting shall be to review the draft Management

Plan/TO schedule, provide minutes, and initiate the project. (AGDL, AQDD, ABOX)

3.1.5 The contractor shall conduct periodic reviews of the status of each TO as needed (not to
exceed once a month) in order 1o assess progress, future plans and possible adjustments to the
TO and corrections to the contractor's plans. Additional meetings or trips identified, by the
contractor, a5 needed during the course of completing the TOs shall be approved by the TO
monitor. Meetings/reviews may be held at AFIWC, contractor facilities, or a place of mutual
government/contractor consent. (ADOD, AQOF, AQOUL ADDV, ADDW)

3.1.6 As specified in individual TOs the contractor shall conduct a TO completion meeting with
the government Lo present the results and conclusions of work performed under each TO. (AQ0S,
AOOU, AOOV, ADOW)

347 U the Contractor requires training to accomplish a task order award on hardware and
software systems the acquisition of this truining shall be the contractors responsibility,

3.1.8 The Contractor shall provide on-call services after normal duty hours us specified in
individual TOs,

2 Technical. One or more of the following functional areas may require engineering and
technical support from the contractor as specified in individual TOs. The contractor shall not
mitiate work in any of these areas unless directed through a TO.

3.2.1 Information Protect. As specified in individuat TOs the contractor shall provide technical
services for Information Security (also known within the AF as Information Protect) applications
such as system planning, feasibility studies. systems engineering and prototyping, software

prototype development, systemns integration, testing, and system re- engineering. This can take
the form of any/all of the following taskings:

s
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32,511 Information Protect Architecture and Engineering Applications. The contractor shall
provide engineering and technical suppon for the Air Force using the Dol Goal Security
Architecture (DGSA). The DGSA 15 an integral part of an Information Protect architecture for
the Defense Information System (DIS). The architecture is genenic and flexible and provides the
basis for the development of security products and mechamsms that may be chosen by securnity
systern engineers and integrators. The contractor shall perform necessary transitional
engineering, Information Protect systems engineering, Information Protect engineering,
Information Protect systems integration, and Information Protect integration as specified in
individual TOs. (ADOT)

3.2.1.1.1 The contractor shall review, coordinate, support the staffing process, and provide
configuration managerment in support of information protect architectures and engineering
applications, (A0Q7, AQOY)

3.2.1.1.2 The contractor shall identity, baseline, develop implementation guidance, docurment
and review transition strategies, and system security requirements and architectures. The
contractor shall integrate security and functional requirements into achievable system
architectures. The contractor shall review, coordinate, and recommend Information Protect
standards and protocols and shall recommend standards and protocols policy that will promote
integration, interoperability, and data sharing among systemns. The contractor shall utilize
stmulation models (1.e. discrete events processing) where appropriate as an aid in determining
expected system performance and associated cost Factors, (A004)

3.2.1.1.3 The contractor shall provide design, development, protolyping, and testing support in
the following areas: software/hardware assessment and verification of trusted systems:
authentication devices for computer systems: hardware/software tools for use by penetration
teams; and awtomated information systems with integration of Information Protect products and

concepts. {AQ07, AD08, ADOF, ADDG, ADOH. A0DJ, ACOK, AOOL, AOOM, AQON, AQOP, AOOQ,
AOOR)

3.2.1.2 Information Protect Products and Applications.

3.2.1.2.1 The contractor shall support and enhance all Information Protect databases, algorithms,
and device technologies.  (AQ07, ADOC, AQOE)

3.2.1.2.2 The contractor shall identify Air Force and DoD-wide requirements for Information
Protect products, engineering applications for Information Protect products, and analyze, test,
cvaluate, modify, improve, implement and install {nformation Protect products. (A007, ADOS)

3.2.1.3 Information Protect Certification and Accreditation.

3.2.4.3.1 The contractor shall provide engineering and technical support to Air Force and/or
Dob information systems programs for life cycle security support, from inception of the program
through initial accreditation. Status reports and technical reports shall be provided as specified in
individual TOs.(AQ07)
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3.2.1.3.2 The contractor shall provide engineering and technical support for the Certification and
Accreditation (C&A) standards and processes to achieve uniform guality and a level of
consistency throughout the life cyele of Alr Force and/or Dol Automated Information Systems
{AISs). The contractor shall assist the Guw,mmun in certification and pcoreditation surveyvs.
(AOOT)

3.2.1.3.3 The contractor shall provide engineering and technical support to develop and
c:om*c!umte a process for site-security inspections. The contractor shall assist certification
personnel in conducting on-site compliance visits and in formulating technical approaches to
establish standards and local security procedures, (AGOT)

3.2.1.4 Information Protect Technology and Countermeasures. The contractor shall provide
technical support to specified aspects of Information Protect, to include incident response
intelligence support, hostile domain analysis, threat identification. indications and waming
analysis, countermeasures, and technical and security support for the products and
countermeasures required 1o perform these functions. (A007)

3.2.1.4.1 The contractor shall provide support in the research, analysis, and reporting of hostile
motives, intentions, and capabilities to compromise, corrupt, disrupt, or destroy USAF
information systems and shall develop methodologies that suppont an indications and warning
capability. {AQO07)

3.2.1.4.2 The contractor shall creste and maintain an electronic bulletin board and/or web
site/page to facilitate incident and vulnerability reporting, disseminate information, and distribute
software. The contractor shall develop/identify hardware/software tools to factlitate the incident
handling process, security assessment, network mapping, and other related 1P tools. (ADO7,
AGO9, AQDG, AGOH, ADGI, ABCK, ACOL, AGOM, AOON, ADOP, ADOQ, AOOR)

3.2.1.4.3 The contractor shall provide technical support for vuinerability assessments to include
identifying and evaluating AIS vulnerabilities and providing vulnerability information to the Air
force and DoD community. The contractor shall provide tools that can detect, test, and vilidate
malicious code (i.e. viruses, worms and Trojan Horses). The contractor shall also perform
regressive valnerability analysis on future releases of products Lo ensure previously identified
vulnerabilities do not reappear. {A007, AQOS, ACOG, AOOH, AGOL, AOOK, ADOL., AGOM, AQON,,
AQOP, AQOQ, AOOR)

3.2.1.4.4 The contractor shall assess AIS valnerabilities resulting from evolving technologies.
(A007)

3.2.1.4.5 The contractor shall be required to maintain and support a countermeasure prototype
facility which will provide [P research, prototyping, analysis, and testing of IP tools. This will
also include network testing, component interaction evaluation, countermeusures analysis, and
proof of concept demonstration. The contractor shall establish and maintain communications
and data systems, networks, computer, and software systems and tools supporting the facility.
This may also require interfacing with other agencies. (A001, ADO7, ADOS)
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3.2.1.5 Information Protect Multi-Level Security Technology and Capabilines. The contractor
shall provide engineering and technical supporn 10 multilevel security (MLS) technology.
capabilities and services for use in Dol and non-DoD information systems. The contructor shall
provide a complete range of engineering and technical services from development of MLS
technology to integration, instailation, maintenance, and training. These services wiil be
applicable to the overall Defense Information System and its individual component parts, (ADDH,
ADO7, AOOT)

3.2.1.5.1 The contractor shall provide engineering and technical support in gathering and
analyzing user MLS requirements and identifying applications of MLS technology: assessing the
function, security vulnerability, usefulness, and potential applications of current MLS
lechnology: as well as develop, integrate, and assess new MLS techrnology. The contractor shull
test and evaluate MLS products and systems. (A007, AQDR)

32.1.5.2 "The contractor shall provide engineering and technical support in assembling and
itegrating MLS, Information Protect, and other information systems products into compiete
working syslems, subsystems, or modules; building prototype systems incorporating MLS
technologies; and demonstrating MLS technologies, systems, and prototypes. {A007)

3.2.1.5.3 The contractor shall install prototype MLS components and systems in operationad
environments and support the centification testing, analysis and accreditation of MLS systems.
The contractor shall develop MLS training programs and aids and provide MLS training. The
contractor shall operate and provide maintenance for MLS systemns. (A002, A007, AOOB, AQOT,
ADOS)

32,16 Information Protect Requirements Support. To support the Information Protect
requirements process, the contractor shall recommend acquisition guides/guidelines, attend or
conduct meetings, prepare and disseminate technical materials, panticipate in technical reviews.
participate in staff assistance visits, conduct studies and prepare evaluations, (AD07, AODD)

3.2.1.7 Information Protect Independent Validation and Verification Support. The contractor
shall conduct Information Protect independent verification and validation (IV& V) of new or
enhanced/maodified information systems and provide reports. (AO07)

3.2.1.8 Information Protect Technical Management Planning.

3.2.1.8.1 The contractor shall perform technical Management Planning to plan and manage
activities required to implement Information Protect at the Air Force and/or Dol level, The
contractor shall perform functions refated to technical Management Planning, including but not
limited to, development of a TMP. The contractor shall develop functional economic analyses
and baseline system reviews of functional areas. (AOOC, AQ0T)

3.2.1.8.2 The contractor shall design, develop, update, and revise data bases to support
ntegrated AIS architectures and provide data as specified in individual TOs. (A00G, AQOH,
AOGE ADOK, AGOL., AGOM, AOON, ADOP, ADDQ, ADOR)

6
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3.2.1.8.3 The contractor shall establish Information Protect baseline data on site architectures
and core Information Protect projects and key products. The contractor shall monitor compliance
with architectures and transition plans, track the development and integration of core products.
idenmify project dependencies, site functions and missions, and identify and resolve problems
with core product implementation, funding and interoperabiiity. (A007, AQ04)

3.2.1.84 The contractor shall identify and prototype enhance tools and techmques, plan,
coordinate, and execute the deployment of intrusion detection and network security monitoring
tools and capabilities, remote vulnerability security assessment and lesting operations and
operations to support the Air Force annual C4 systems securnity assessment initiative. {AQ07)

3.2.1.8.5 The contracior shall train government and other personnel in the operation and suppon
of intrusion detection and network security monitoring tools and data recovery, analysis, and
reporting methods and procedures, (AO02, AOOT)

3.2.1.8.6 The contractor shall assist AFIWC in supporting AF operational units in planning,
coordinating, and conducting Command, Control, Communications and Computer (C4) systems
security operations and in obtaining technical services to resolve intrusion, virus, technical and
administrative vulnerability problems. (A0GQ7, AOOC)

3.2.1.8.7 The contractor shall enhance and maintain communications and duta systems,
networks, computer, and software systems and tools supponting specified Information Protect
operations and provide data as specified m individual TOs. (A007, AGOG, AVOH, A0DJ, AQOK,
AOOL, AOOM, AOON, ADDP, AQOQ, ACOR)

3.2.1.8.8 The comractor shall develop procedures, methods, tools and documentation for
integrating and coordinating AFIWC C2 Information Protect operations with the AF network
control centers. {AQ04, AGOT)

3.2.1.8.9 Technical reference Library. The contractor shall be required to establish an internal
Technical Reference Library necessary to support the requirements of this contract, {A007)

3.2.1.8.10 The contractor shall repair or replace systems and equipment (to include data cubling)
at government facilities, or at other focations designated in the task order. The contractor shall
restore or upgrade equipment provided to the government. The contractor shall perform
diagnostic troubleshooting of equipment provided to the government as required by the
govemment,

3.2.2 Analysis. A variety of models and simulations exist to evaluate the utility of existing and
proposed weapons systems including fighter aircraft, conventional weapons, theater air defense
systems, air-lo-surface avionics, and countermeasures and warning systems. These evaluations
are used to support operational and deployed forces, new weapon system acquisition, Analysis of
Aliernatives (AOAs), the electronic combat test process, reprogramming and various other AF.
or DoD-directed studies. Models and simulations are used 1o support training in an operations
and exercise environment, The models and simulations often require modification in order to




F41621- =D=7700 o
Salicttation Number F41621-98-R-5300
Appendix "A", SOW. 19 May 98

satisfy the specifics in an analysis request or a simulation exercise. They also reguire constant
updates and the development of the Jatest threat $ystems in order (o be responsive 1o customer
requests. The response time for these evaluations can range from hours (in the case of deployed
squacrons requesting support) to a year or more (as in the case of an AQA}

3.2.2.1 The models described in the AFITWC/SA Model Architecture Document (MAD) may
require work as specified in the TOs. Additionally, models and simulations not listed in the
MAD, such as Digital REDCAP, DIADS, Engincening Techniques Model and flagging models
used in the reprogramming process may require work as specified in the TOs. Al of the models
and sirnulations used require extensive data base updates in order to keep up with a rapicly
changing threat environment.

3.2.2.2 The contractor shall perform tasks in the following arcas, as specified in the TOs, n
order to furnish the government with the required support.

3.2.2.2.1 Model and Simulation Development and Maintenance.

3.2.2.2.1.1 The ¢ontractor shall develop and maintain software 10 support specified AF and DoD
models and simulations tools. Software development and maintenance shall include, but not be
limited to, devetopment of algorithms, coding of enginecning functions such as those specified by
mathematical relationships {i.e. transfer functions and graphs), determining and correcting
deficiencies/tnconsistencies In the software code, incorporation of new data, development of new
countermeasure techniques, discrete events simulation capabilitics, and the addition of new
capabilities. For example, the contractor shall be able to modify existing missile models o
reflect new iptelligence, develop and include new capabilities such as new missiles, jammers,
flares, and other devices, optimize existing code to improve speed, and develop new ool such as
Graphic User's Interfaces. Specified new software development and modifications shall be done
FAW MIL-5TI1)-498 except as follows: delete paragraphs 5.1.5, 5.4, 5.9.4, 5,10, 5,11, 5.12.3.2,
5.02.3.3,5.12.3.4, 513, 5.15. (ADO7, ADUG, ADUH, ADDJ, ADGK, ADOL, ADOM, AGON, AQDP,
ADOQ, AUOR)

3.2.2.2.1.2 The contractor shall provide engineering and technical support in developing,
modifying, maintaining, integrating, and testing simulations and architectures in a Distnibuted
Interactive Simulatton (DIS)/Advanced Distributed Simulation (ADS), High Level Architeciure
(HLA), or Aggregate Level Simulation Protocol (ALSP) environment 1o support training
exercises such as Blue Flag, Roving Sands, Ulchi Focus Lens, or others. This may include
modifications of the existing distributed simulations interfaces to accommodate specific exercise
requirements, such as, tailoring of specific DIS Protocol Data Units (PDUs) as necessary to
interface with other simulations. The contractor shall provide technical support to handle the
dynamic and rapidly changing environment associated with exercise and mission rehearsal
scenarios, The contractor shall provide technical support for developing, modifying, and
maintaining scenario models, such as missile battery models, including coordinating the
development of DIS, HLLA, or other compatible hand-off/commit interface messages. The
contractor shall be capable of applying object-oriented design principles, including applying the
Common Object Request Broker Architecture (CORBA) techniques, to produce simulation
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objects for multiple use applications. (A004, AOD7, AGOB, AOOG, ADDH, AGOT, AOOK, ADOL.
AQOM, AOON, ADOP, ADOC, ADOR)

3.2.2.2.1.3 Many of the models developed and used by the AFIWC are dependent on Digial
Terrain Elevation Data (DTED) to support line-of-sight calculations. The contractor shall
develop and specify hardware and software tools which will aliow a user 1o impon digital maps
and images or digitize paper maps and use them to specify sofficient elevation poinis to generate
DTED from the points. (ADOT7, AGOG, ADOH, A0, ADOK, AOOL, ADOM., AGON, AOOP. AGOQ).
AOOR) '

322214 To support the evaluation of the effectiveness of radar warning recervers (RWR3),
jammers, and other warning systems the contractor shall provide engineenng and technical
support 1o the flagging process. The contractor shall develop, test, modify, maintmn, install,
operate, and document instruction set simulation/emulations of RWRs, jammers, and warning
systems, These simulation/emulations shall be flexible and user friendly, allowing the use of
real-world or synthesized input data, zccess 1o internal data processes, debugging capabilities and
tools, post-processing of data and results, report generation, execution and modification of the
operational flight programs (OFPs) and preflight messages (PFMs) |, interactive and batch
processing. The contractor shall establish a logistics and maintenance approach for
incorporating new software into the current operational software, The contractor shuli develop a
hardware simulation to allow the user selection and control of parameters not resident in the OFP
or PFM. The contractor shall perform hardware vs software comparison tests. (A00G7, ADOG,
AQOH, AUOJ, ADOK, ADOL, AGOM, ADON, ADOP, ADOQ, ADOR)

32227 Reserved,

3.2.2.2.3 Vernfication and Validation (V&V), The contractor shall perform up to a Level [ V&V
as outlined in AFT 16-1001. The contractor shall also ensure that documenmation delivered under
this effort conforms to the V&V requirements of this O as required. Examples of the types of
work performed includes testing software to ensure 1t operates as intended and checking the
vahidity/accuracy of results, (AO0G7, AQOS, ADDG, AGOH, ADOJ, ADDK, AODL, ADOM, AOON,
AQOP, AQOQ, ACDR)

32224 Model Specific Data Base Development and Management. The contractor shall
develop, maintain and manage the daty bases wecessed directly by the models and simnulations.
Many of the models and simulations access on-line data bases developed specifically for their
needs. The contractor shall be responsible to see that the data in these data bases is kept current
and that configuration control is maintained. The contractor shall notify the government as
changes become necessary, (AQ07, ADOG, AGOH, ADDJL. ADDK, AODL.. AOOM, AQON, AQOP,
ADNQ, ABOR)

3.2.2.2.5 Model and Documentation Repository and Distribution. The contractor shall be the
repository of models and documentation specified by the govemment. The contractor shall
maintain a registry of information of where copies of models/documentation have been delivered
or need to be delivered, to include, but not limited to, model, documentation, versions,
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organization, paint of contact, license agreement, and applicable dates. The contractor shall
distribute copies of the models upon specific direction from the government. Distribution of the
maodels/documentation shall be made on magnetic, optical, or other media. Documentation will
normally consist of, but not be limited to, User, Programmer, and Analyst Manuals. (AQG7)

3.2.2.2.6 Test Planning and Execution. The contractor shall develop plans [or model-related
hardware testing. The contractor may be required to perform testing at government facilities. 1ts
own facilities, or at other facilities. Examples of the types of testing expected are hardwarg-1n-
the-toop (HWIL), man-in-the-loop (M.‘["'I“L), and field/flight tests. The contractor shall provide
test support at the test site including transportation and set-up of hardware, running simulations.
results analysis, discrepancy resolution, and off-site software modification and installation. The
contractor shall conduct any testing, such as HWIL, MITL, field, and flight tests, required to
support ongoing software development or medification. (A007, AGOS, AO0G, AQOH. AQD,
ADOK, ADOL., AGOM, ADON, AOOP, ADOQ, AQOR)

32227 Studies and Analysis, The contractor shall perform studies and analyses using the
models and simulations. Such analyses may include assessment of the effectiveness of
countermeasures against threats, analysis of the effectiveness of new countermeasures, software
modifications and management, and trade-off of various model upgrades. Technical reports shall
be provided as specified in individual TQs, {(AO07)

3.2.2.2.8 Technical Documentation, The contractor shall analyze. evaluate, or examine
software or software- or analytical-related processes or procedures provided by the government
and generate technical documentation describing those entities. The documentation shail be
suitable for training, educational, operational, or other informational purposes. (A002, AGO7,
AGOD, AQUT, AOOG, AQOH, AQUE AOOK, AGOL, AGOM, AQON, AGOP, A00Q, ADOR)

3.2.2.2.9 Configuration Management. The contractor shall establish and document
configuration management process for specified software development activives, The contructor
shall establish and maintain development, test and production baselines and coordinate, evaluate,
prioritize and schedule updates 1o baselines. The contractor shall analyze configuration
management activities, define configuration managerment requirements, organize, document and
manage configuration management of specified models and host, hold and attend configuration
management meetings. The contractor shall recommend actions and mmplement actions, as
specified in TOs. to resolve configuration management issues or problems. (A007, AD09)

3.2.3 Training

10
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3.2.3.1 The contractor shall provide training in specified IW/C2W areas as identified in
individual TOs. The contractor shall develop coursewsre, modify existing courseware, develop
and provide training materials, provide training sessions, and conduct training. Training may
take many forms to include: (1) general ofentation and (2) in-depth training.  Training
objectives will be identified in individual TOs. The contractor shall provide triiming both on-gite
(at Government facilities) and off-site (st Contractor furnished facilites). (AQ02, AOOF)

3.2.3.2 The contractor shall provide specialized technical development and prowtyping services
in the area of Multimedia Interactive Training (MIT), Virtual Environment {VE) based training.
or other innovative training techniques. The contractor shall provide MIT, VE, or other
apphcation development support. The contractor shall provide specialized technical training
support to inctude documentation and hands on training for the MIT, VE, or other upplicanions
developed. (ADOS, ADOT)

3.2.4 W Information

3.2.4.1 The contractor shail develop, demonstrate, and deploy vanous data base and applications
software components supporting USAF C2W operations. The support shall consist of the
production, maintenance, and dissermination of IW/C2W information. (A007, AGUB, AOOF,
AQOG, AQOH, ADOJ, ADOK, ADOL, ADOM, AQON, AGOP, ADOQ, ADOR)

3.2.4. 1.1 The contractor shall develop common interfaces to unigue production and maintenance
components 1o provide analysts with consistency of information and applications flow. (ADQ7,
AOOG, AGOH, ADDI, AQOK, ADOL, ADOM, AQON, AQGP. AQOQ, ADOR)

3.2.4.1.2 The contractor shall analyze and asscss [W strategies, gather and implement OPLAN
objective information, and develop templates. The contractor shall develop templates to support
the identification of available technology within a given target area, These templates shall
support the information gathering and capabilities assessments required for buasic analyiic
assessments of IW strategies. The contractor shall integrate resultant assessments into an W
recommendation package. (A0Q7)

3.2.4.2 The contractor shall design and develop a seamless, operations-oriented interface 10
textual, data base, imagery, graphical, and multi-media information. The developed applications
shall be available for implementation either as stand alone applications, within an apphcations
suite, or within an on-line, networked environment. The contractor shail perform integrated
information processing, display, and maintenance to include data warchousing and data mining.
‘The contractor shall optimize the systems, data bases, and applications within program and other
specified restraints for performance, usability, maintenance, and future evolutionary and
revolutionary developments. (A004, AGO7, ACOB, AODG, ADOH, ADOJ, ADDK, ADOL, ACOM,
AQUN, AQOP, AQOQ, AOOR)

3.2.4.3 The contractor shall provide maintenance support for specified data bases and software.
The contractor shall provide engineering support to maintain and enhance software and
architectures by 1dentifying, correcting, testing, and documenting the resolution of problems.

11




F41621  3-D-7700
Sohicitation Number F41621-98-R-5300

Appendix ‘A’, SOW_ 19 May 98

The contractor shall maintain an operational copy of software baselines as well as software added
to the baselines. The contractor shall analyze, propose recommendations, and implement
changes or enhancements to the hardware or software environment and the logical or physical
structures of data bases. The contractor shall assess upgrades to COTS software, released by
vendors, for impact 1o existing operations and implement the upgrades. The contractor shall
conduct acceptance lesting, including regression testing, on specified new maintenance releases
and change requests o ensure the changed software meets requitements and does not adversely
impact existing baselines and interfaces, (AD04, AD0O7, ACOG. ADGH, AGDI, ADUK, AOOL.
AQOM, ADON, AQOP, ACOQ), ADDEP)

3.2.4.4 The contractor shali attend guidance conferences, locate and obtain document sources.
format the data required to complete the research, maintain any documentation obtained n
support of the TO, extract and analyze the data, load the data into the database, and prepare euch
finished report following established formats and specifications. The contractor shall perform
research and development of new data hase production and population techmques, The
contractor shall perform specified database related tasks including, but not limited to, data
acquisition, maintenance of database reference library material, and corrections/additions 1o any
database. (A007, AGDE, AOOA, AGOG, AGOH, AQDT, ADDK, AQCL., AGOM, AGON. AQUP, AQDQ,
AQOR)

3.2.4.5 The contractor shall perform specified tasks, including data research and acquisition,
schema mapping, technical reseuarch. and documentation for integration of intelhigence data from
all sources with world wide web browsing technologies, (AG07)

3.2.4.6 The contractor shall research world wide web technologies to enhance production
techniques and tools for data base managemeny systems (DBMSs), enhance stand-alone solutions
tor data base access o multiple DBMSs, perform proof of concept demonsirutions. and apply
access solutions to enhance production techmgues for AFIWC and other data bases, (AQ0T)

3.2.4.7 The contractor shall build and maintain country studies. The contractor shall incorporae
the tools of IW/C2W, j.e., Operations Security (OPSEQ), Psychological Operations (PSYOP),
Electronic Warfare, Deception, Destruction and Information Attack into the product, The
contractor shall research, analyze, combine, and enter multisource intethigence nto structured
data files and perform IW/C2W analytical assessments. The contractor shall perform threat
analysis to develop IW/C2W target nominations, The contractor shall brief and demonstrate the
country study data base process as spectfied on indivicual TOs, (A007, ADOF, AQDG, AOOH,
AQQT, ADOK, ADOL, AGOM, ADON, AQOP, ADOGQ, AQOR)

3.2.4.8 The contractor shall conduct research and prepare assessments of electronic (signals
intelligence, jamming) threats to specific friendly (US/allied) communications-electronic
systerns. The contractor shall compile, anatyze, and publish threat information using multi-
source intethgence products. The contractor shall prepare and present briefings on electronic
threats as specified on individual TOs. (A007, AVOF)

3.2.5 Application of Technology 10 W
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3.2.5.1 The contractor shall research, analyze, and demonstrate new technologies with potential
impact to IW/C2W. The contractor shall work with the govermnment 1o tatlor the technology
application to the IW/C2W mission need. The contractor shall integrate the application 1o daty
sources und other apphications. The contractor shall provide training to programmers and
analysts. (A0O02, ADD7, AOOS, AOUT)

3.2.5.2 The contractor shall design, develop, document, implement, test, and demonstrate
prototypes of new/enhanced capabilities for IW/C2W. The contractor shall develop plans and
support implementation of the plans for insertion of new technologies into an operational
environment. (AQO07, ADOS, AODC)

3.2.6 Communications/Computer Infrastructure

3.2.6.1 The contractor shall design, develop, integrate, and maintain communication and
computer networks. Support shall include, but not be limited to, traffic/load analyses, network
configuration, system test validation, work station configuration, vendor hicense administration,
operating system administration, database administration, and applications software modification
and enhancements, The contractor shall monitor and analyze the on going design and
development progress of AF, DoD, and national migration systems for the development of
standards and identification of potential impacts to AFIWC imitiatives. The contractor shall
assist in planning and coordinating the technical compatibility and user support requirements: of
installed and planned systems, between the AFTWC and AIA communications infrastructure and
Air Force standard architectures, and of communications and data system interfaces. The
contractor shall assist in network analysis and planning, including wide area network
communications for LAN server to LAN server and host communications. (AD03, A004, AOGT,
ADOB)

3.2.6.2 Systems Engineening. The contractor shall prepare engineering studies, techmcal
reviews and evaluations, and develop proof of concept approaches for functional user
requirements. The contractor shall suppon system implementation through consultation,
integration planning, and component identification for architectural infrastructure project
managers. Consultation includes reviewing the applicability of industry design standurds for
building a flexible network architecture incorporating client/server applications in a distributed
computing environment. Engineering services include designing, programming, and testing of
hardware and software configurations, as well as integrating workstations and $ervers running
Windows NT, UNIX, VMS, or other operating systems. The contractor shall evaluate new
technologies and system planning documentation for compliance with government reference
models and standards. The contractor shall assist infrastructure architects and project managers
in performing cost analysis of future migration and infrastructure upgrades 1o include training,
operations, and maintenance requirements, (AD03, AD04, A0O7, AODR)

32,63 Systems Integration. The contractor shall suppont systems integration efforts through
development, planning, test, evaluation, demonstration, and implementation activities. The
contractor shall integrate divergent systems into user-friendly, easily maintained and workable
configurations. The contractor shall address such issues as a variety of personal computers
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(PC’s), UNIX, VAX, and other computers being used within the system, connectivily between
the comnputers and various organizational e-mat! and office avtomation systems. layered products
and systems, and operating system internals. (A003, A004, AQDT, AQOS. AQOB)

3.2.6.4 E-mail Support. The contractor shall provide development, planning, test, evaluauion,
demonstration, and implementation support for the AFIWC or other organizations’ e-mail
services. The contractor shall install and configure hardware and software to support e-mail
activities for Jocal and wide area networks. The contractor shall resolve interface concerns with
HE AIA’s mail systems (currently Banyan Vines) or other organizations’ mail systems. (AO0G.
ADOH, ADOJ, ADOK, AQOL, ADOM, ADON, AGOP, ADOQ, AGOR}

3.2.6.5 Electronic Warfare Support Data Base (EWSDB). The coatractor shall provide
development, planning, test, evaluation, demonstration, and implementation support for the
EWSDB computers and other computers. The contractor shall have an operational knowledge of
several different UNIX operating systems and “world wide web™ (Internet, SIPRNet, and
Intellink) technologies that will be used to service customers needing the EWSDB or other data,
{AD0G, ADOH, AQOL, AQDK, AOOL, AGOM, AQON, ADDP, AGOQ, ADOR)

3.2.6.6 UNIX Support. The contractor shall provide systemns support for UNIX based systems.
Systemn support includes trouble shooting problems that arise in those systems and returning
same to operation. The contractor shall possess an in-depth knowledge of a variety of operating
systems (Q5) to include, but not limited 1o, those required for SUN, Silicon Graphics, Hewlen
Packard, DIGITAL, and other computer systems that are introduced during the life of the
contract. The contractor shall assist users in solving problems caused by the addition of
hardware or software. (AO0G, AOOH, A00J, AGOK, ADOL, AODOM, AOON, AGOP, AODQ, ACOR)

3.2.6.7 Web Server Support. The contractor shall provide development, planning, test,
evaluation, demonstration, and implementation support for Web Server Systems. The contractor
shall possess an in-depth knowledge of Web Server software technology and the workings of the
Windows NT and other operating systems at the machine administration level, The contractor
shall configure and tune the Web Servers. The contractor shall assist the Web users in solving
problems related to computer hardware, operating system and application software. (A00G,
AQCH, AQOL AGOK, AGOL., AQOM, AGON, ADOP, AGOQ, AOUR)

3.2.6.8 Web-based Data Base Support. The contractor shall provide development, planning,
test, evaluation, demonstration, and implementation support for Web-based data bases. The
contractor shall configure and tune the Web-based data bases. The contractor shall assist the
Web user in solving problems related to computer hardware, and operating systesn and
apphication software. (AQ0G, ACOH, AODJ, ADDK, AOOL, AQOM, ADON, ACGOP, AOX), ADOR)

3.2.6.9 Common Gateway Interface Application Development. The contractor shall develop
Common Gateway Interface (CGI) Applications for the AFIWC IntraWeb or other Webs, The
contractor shall address inter-relationship issues of Web Server, Data Base, and CGI
programming technology and the workings of the Windows NT operating system at the machine
administration level. The contractor shall assist the Web user in solving problems related to
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computer hardware, and operating systern and application software. (AOOG, ADOH, ADOL, AGOK,
AOOL, AGOM, AGON, ADDP, AQOQ, AQOR )

32,6.10 Web Software Integration. The contractor shall evajuate/iptegrate Commercial Off-

or other Webs. The contractor shall address inter-relationship issues of Web Server, Data Base,
and CG programming technology and the workings of the Windows NT operating system at the
machine administration level. The contractor shall install, test, evaluite, and integrate
COTS/GOTS. The contractor shall assist the Web user in solving problems related to computer
hardware, and operating system and application software. (A007, AOOB)

3.2.6.11 Artificial inteiligence Expert System Support. The contractor shall provide plunning,
design, development, testing, and implementation of knowledge-based expent systemn
applications on UNIX workstation configurations. Duties shall also include demonstrations,
performance evaluations, and maintenance of new and implemented knowledge-based expert
system applications. The duties of this position require an in-depth knowledge of knowledge-
based expert systems, including but not limited to, COTS object-oriented shell tools that enable
the development of rule-based knowledge engineering using standard sheli tool features, such as
inference engines, hypothesis, forward and backward chaining, and knowledge islands. (A0Q7,
ADOB)

3.2.6.12 Relational Database Support. The contractor shall provide planning, design,
development, testing, and implementation of various AFIWC databases which require COTS
relational databuse software tools. This will include such COTS as ORACLE and SYBASE
software tools on UNIX client/server-workstation configuration. (AQ07, AGOS, AGOC)

3.2.6.13 Communications-Computer Systems Analysts. The contractor shall provide a variety of
tasks to assist in the improvement of AFIWC information systems. The contractor shall plan
improvement of AFIWC information systems using knowledge of the Dol) Acquisition policy
and methodologies, the AF Communications-Computer requirernents process and associale
policies, process improvement and data modeling, AF configuration management policies and
other AF policies related to the acquisition and implementation of new information systems
technologies. The contractor shall perform technical tasks such as: designing and
implementation of network technologies such as Asynchronous Transfer Mode, TCP/IP, Fust
Ethernel, and Ether-Switching as well as other global and local networking technologies;
Computing technologies typically Sun Sparc computers with Solaris operating systems, Intel
Pentium computers with Microsoft NT operating systems, and server computers based on Spare
and Pentiurn processors, as well as other computer systems; and Data design and implementation
to typically include data warchousing knowledge and expenience in relational databases such as
Sybuse, Oracle, Microsoft Access, and Microsoft SQL as well as other data handling
technologies.

3.2.0.14 Communications-Computer Configuration Manzgement: the contractor shall
review/coordinate on all Comm-Computer Requirements Documents (CSRDs) for possible

Configuration Control Boards issues, The contractor shall capture and maintain a baseline
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system datzbase (currently a RDBMS) using applications such as NetVIZ, HP Openvicw, and
Microsoft SMS. The contractor shall be experienced producing reports and documentation using
office automation apphcations, typically Microsoft Exchange, Microsoft Office, Microsoft
Project and NetVIZ. The contractor shall facilitate and provide guidance to CCB members. The
contractor shall create an electronic method for coordination on CCB issues. The contractor shadl
maintain the CCRB charter and Configuration Management Plan (CMP) documentation, The
contractor shall evaluate and track Configuration Management (CM) 10ols and other interfacing
tools. The contractor shall be able 10 create or evaluate baseline documentation and other
support documentation in accordance with MIL-STD-498 Data ltem Descriptions (DIDs) ar Air
Force Instructions {AFIs). The contractor shall be responsible for convening CCBs and
interfacing with all levels of management, internal and external customers. (AG09,A008)

3.2.6.15 Information Systems Security Management Specialists: The contractor shall remain
current on all applicable governing directives and policies on Computer Security {COMPUSECQ).
The contractor shall organize and conduct meetings and training sessions with Directorate
Information Secunty representatives. Fhe contract shall assist directorate COMPUSEC
personnel in developing the required Accreditation Packages (ACCPAKSs), also known as System
Security Packages. The contractor shall serve as the overall munager of the Accreditation
programs, and as such will act as the point of contact (coordinates acereditation packages through
AFIWC approval authonities and higher headquarters approval authorities). The contractor shall
assist the Information Systems Security Manager (ISSM) in the conduciing of site COMPUSEC
inspections and in monitoring formal training for Directorate COMPUSEC representatives, The
contractor shall assist 1SSM 1n ensuring that reports of Computer Secunity incidents are
investigated, processed and forwarded to higher headquaners in a timely manner in accordance
with Dol directives. The contractor shall provide Security Awareness Training und Education
{SATE) briefings for AFIWC. The contractor shall coordinate on CSRDs to ensure comphiance
with COMPUSEC accreditation prior to purchase. (A0OD)

3.2.6.16 Data Warehouse (DW): An enterprise DW application 1s required for the AFIWC, The
contractor shall plan, identify/gather/document specific center's requirement, provide
requirements analysis, provide application design work, provide testing, provide development
and integration to include Commercial-Off-the-Shetf/Government-Off-the-Shelf (COTS/GOTS)
software, provide DW training and provide maintenance. (A002, AGO3, AGD7, AODK, ADOM,
AOGN, ADOS, AGOT, ACOU, ADOV)

3.2.7 Mission Ares Analysis (MAA). The contractor shall provide planning and programming,
planning documents and programmatic documents activities including studies to enable
development of Mission Need Statements (MNS), Operational Requirements Documents (ORD),
and other requirements as specified in individual TOs. (A0QC)

4. Deliverables.

4.1 General. TOs performed under this SOW shall require contract deliverables. Reports and/or
other data required in each task order shall be submitted in accordance with the Contract Data
Requirements List (CDRL). CDRLs will be specified in individual TOs.
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4.2 Release Authority. Release of reports, data, materials, or other information obtained or
generated under this contract will be as specified in individual TOs,

5. Govermnment Furnished Property (GFP). The government will provide as necessary a portion
of or all of the GFP required as specified in the individual TOs. The government will provide
data in the form of paper copies and/or magnetic/optical media for each TO as required. Al GFP
shall be used exclusively for the purpose of this contract and shall be returned at 11s expiration.

6. Travel. The contractor shall perform travel as required i the performance of the contract as
specified in each TO. Travel requirements will be coordinated with the Task Manager and

approved by the TO monitor.

7. Quality Assurance. The contractor’s quality assurance program shall be applicable to ail
subconiractors and members of the contractor’s team,

8. Job Skills and Categories of Labor. See Attachment 1 (1o Statement of Work).
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Job Skills and Categories of Labor

Summary Page
3.1 Ceneral Management 3
3.0 Program Manager 3
3.2 Administrative Support 3
321 Typist 3
322 Configuration Manager 4
323 Technical Writer 4
33 Information Protect and Communications-Computer 4
331 Systems Engineer 4
332 Senior Systems Engineer 4
333 Associate Engineer 5
334 Engineer 3
335 Senior Engincer 5
336 Associate Automated Hardware Specialist 3
337 Automated Hardware Specialist 5
338 Assistant Systems Programmer 6
339 Systems Programmer 6
3310 Systems Analyst 6
3311 Senior Systems Analyst 6
3312 Associate System Integrator 6
3313 Systern Integrator 7
3304 Senior System Integrator 7
3315 Information Engineer 7
33,16 Senior Information Engineer 7
3317 Senior Configuration Manager 7
3318 Junior Configuration Manager 7
3319 Senior Web Database Programmer 8
3320 Web Database Programmer 8
3321 Semor Communications-Computer Systems Analyst 8
3322 Junior Communications-Computer Systems Analyst 8
3323 Associate Communications-Computer Systemns Analyst i
3324 Information Systems Security Management Speciudist 9
3325  Senior Repair Technician 9
3326 Junior Repair Technician 9
3327  Associate Repuir Technrician 9
34 Analysis 10
3.4.1 Modeling and Simulation 10
34.1.1 Associate Software Engineer .10
34.1.2  Assistant Software Engineer 9
3413 Software Engineer 10
34.1.4  Senior Software Engincer 13
3415 Modeler 11
34.1.6  Senior Modeler 1
34.1.7  Simulation Technologist 11
3.4.1.8  Senior Simulation Technologist i2
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342 Flaggng 12
3421 EW Engineer 12
3422  EW Programmer 12
3.5 {Reserved) 12
3.6 Information Warfare 12
361 Data Base Information Production Job Skills 12
36011 Senior Information Production Analyst 12
3.6.1.2  Information Production Analyst 13
3.6.2 Data Base Applications and Systems lob Skills 13
3.6.2.1  Semior Information Drata Analyst i3
3.6.2.2  Applications Programmer i3
3623 Assistant Applications Programmer 13
3.6.24  Senior Systems Analyst 13
3625  Systems Analyst i4
363 Data Base Intelligence Production Job Skitls 4
3.0.3.1  Sentor Intelligence Production Analyst 14
3632  Intelligence Production Analyst 14
3.6.3.3  Associate Intelligence Production Analyst 4
3.6.4 Data Base Technical Production Job Skills 14
3041  Senior Technical Production Analyst i4
3.6.4.2 Technical Production Analyst 15
3.6.4.3  Associate Technical Production Analyst 15
3.6.4.4  Assistant Technical Produciion Analyst 15
3.64.5 Information Researcher 15

Attachmment | to SOW
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Details

1 As a minimum, the contractor shall be able to provide the following skill citegories, The
experience and education listed for cach category are suggested minimurn requiretnents. The
government reserves the right to take imto account any special or extra education, experience, or
talents of personnel offered by the contractor to determine the suitability of personnel to perforin
on the Task Orders (TOs). The Government will evaluate altemnate submined degrees 1o
determine their acceptability,

2. Because of the broad scope of requirements defined in the Statement of Work (SOW), the
labor categonies are arranged pursuant to the functional areas identified in the SOW. The listing
of labor categories under a particular functional area does not limit the use of those categories 1o
that functional area,

3 Job Standards
3.1 General Management
3.0 Program Manager

Experience: Sixteen years experience in the areas of Information Protect and Information
Attack, to include the areas of command and control warfare (C2W), electronic warfare (EW),
daty base management and applications, modeling and simulation, communications-computer
systems and networking, and advanced technologies. A minimum of eight of those yeurs us u
Program manager.

Education: Master's degree in electrical engineering, physics. computer science, oy
operations reseurch. A Bachelor’'s Degree in one of the above fisted technical disciplines
combined with a Master’s degree in cither Business or Management is acceptable.

312 Project Management/Task Leader/Supervisor

Experience: Eight years experience in the areas of Information Protect and Information
Attuck, to include the areas of command and control warfare (C2W), electronic warfare (EW),
database management and applications, modeling and simulation, communications-computer
systems and networking, and advanced technologies.

Education: Bachelor’s degree in Electrical Engineering, Physics, Computer Science or
Operation Research,

3.2 Administrative Suppon

321 Typist

Experience: Experienced user of word processing, spreadsheet, and graphic presentation
programs.

Attachment | tao SOW 3
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3.2.2  Configuration Manager

Experience: Three years experience in the areas of technical/management data
collection, data base management, data analysis, configuration management, deliverable
tracking, schedule and financial data monttonng. Working knowledge of automated tracking
tools.

Education: Associate’s degree in business management or data management related
field. '

323 Technical Writer

Experience: Three years experience in the layout, development, and production of
techrical documentation, specifications and manuals related to electrical engineering, computers,
or information management. Working knowledge of editing and writing skills, Experienced
user of word processing, spreadsheet, and graphic presentation programs.

Education: Bachelor's degree in English, journalism, communication, or electrical
engineering, physics, computer science, or operations rescarch.

33 Information Protect and Communications-Computer

330 Systems Engineer

Experience: A combination of six years systems and network experience as follows: A
minimum of three years performing systems and network integration of major network operating
systems and network protocols (e.g., TCP/IP, Ethernet, ATM, FDDI, Microsoft NT, Novell) and
a muimum of two years experience i Microsoft Windows NT, Exchange, Systems
Munagement, SQL Server (Microsoft BackOffice Suite) or a minimum of two years experience
in UNIX and Solans operating systems,

Education: Bachelor’s degree in an engineering, computer science, or related technical
disciphne or an Associate degree in engineering or computer technology plus qualified as a
Microsoft, or CISCO Centified System Engincer.

332 Semor Systems Engineer

Experience: A combination of six years systems und network experience as follows: A
mimmum of four years performing systems and network integration of mujor network operating
systems and network protocols (e.g., TCP/IP, Ethernet, ATM, FDDI, Microsoft NT, Novell) und
4 minimum of two years experience in Microsoft Windows NT, Exchange, Systems ‘
Management, SQL Server (Microsoft BackOffice Suite) or a minimum of two years experience
in Unix and Solaris operating systems. A minimum of three years of this experience as a team
leacter or project manager.
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Education: Master's degree in electrical engineering, or computer science. YOu may
substitute a Bachelor's degree in engineering, computer science or related technical disciphne
with H} years of practical experience working with the above technologies.

3.3.3  Associate Engineer

Experience: Four years working experience in telecommunications, networking or
automated systems.

Education: Bachelor’s degree in electrical engineening, physics, computer science, or
operations research,

334 Engineer
Expenience: S1x years working experience in telecommunications, networking and

automated systems. A minimum of two of these six years involving Government systems or
networks.

- Education: Bachelor’s degree in electncal engineering, physics, compuler science, or
operations research.

335 Senior Engineer

Experience: 5ix years practical expenience in telecommunications, networking or
avtomated systems. A mimimum of four of these years involving government systems or

Ly nid

networks, A minimum of three of these years as o team leader of project manager.
Education: Master's degree in electrical engineering, or computer science. You may

substitute a Bachelor's degree in engineering, computer science or related technical discipling
with 10 years of practical experience working with the above technologies.

33,6 Associate Automated Hardware Specialiss

Expericnce: Four years experience in developing, testing and configuring computer
hardware for automated systems.

Education: Associate’s degree in electronics technology or computer technology.
337 Automated Hardware Specialist

Experience: Six years experience in developing system specifications, evaluating
government or contractor hardware or system proposals, testing hardware or automated systems

and evaluating hardware alternatives. A minimum of two of these yeurs invalving experience
with government automated systems and hardware,
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Fducation: Bachelor’'s degree in electrical engineering, physics, computer science, or
operations research, ’

3.3.8  Assistant Systems Programmer

Experience: Two years programming experience in language {e.g.. FORTRAN, C, or
C++). data base, GUI builder or graphics software.

Education: Courses at technical school, college course or military schools related to
software or programming,

339 Systems Programmer

Experience: Six years programming experience in software system development from
design through test and implementation. A minimum of three years programming experience in
language (e.g., FORTRAN, C, or C++), data base, GUI builder or graphics software.

Education; Bachelor's degree electrical engineering, physics, computer science, or
operations research,

3.3.10 Systems Analyst

Experience: Six years programming experience with o minimum of three of those vears
working as a systems and/or data base anaiyst.

Education: Bachelor's degree in electrical engineering, physics, computer science, or
operations research,

3311 Semor Systems Analyst

Expertence: Six years experience with analysis of databases and/or sutomated sysiems,
A minimum of three years of this experience as tearmn leader or project manager leading a multi-
discipline team involved in analysis of data bases and/or object oriented design and/or automated
systems.

Education: Master’s degree in electrical engineering, or computer science, You may
substitute & Bachelor’s degree in engineering, computer science or related technical discipline
with 1} years of practical experience working with the above technologies.

3.3.12 Associate System Integrator
Experience: Four years programming experience with & minimum of three of these years
performing system and network integration of major network operating systems; ¢.g., Microsoft

NT, TCP/IP UNIX and Banyan Vines, Electronic Mail packages (Microsoft Exchange, UNEX
Sendmail, VINES Intelligent Messaging and associated client/server applications.
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Education: Bachelor’s degree in an engineering, cOmpuler s€1ence, or related technical
discipline or an Associate degree in engineening or compuicr technology pius qualified as ¢
Microsoft, or CISCO Certified System Engineer,

3303 System Integrator

Experience: Six years programming experience with a minimum of five of these years
performing system and network integration of major network operating systems; e.g.. Microsoft
NT, TCP/IP UNIX and Banyan Vines, Electronic Mail packages (Microsoft Exchange, UNIX
Sendmail, VINES Intelligent Messaging and associated client/server applications.

Fducation: Bachelor's degree in an engineering, computer science, or related technical
discipline or an Associate degree in engincering or computer technology plus qualified as u
Microsoft, or CISCO Certified System Engineer.

3.3.14 Senior System Integrator

Experience: Six years experience with the integration of large automated systems or
networks., Range of experience includes planning, acquisition, development, testing and
implementation phases. A minimum of three years of experience as a project manager, Four
years of experience with government programs,

Educaton: Master’s degree in electrical engineering, or compuler science, You may
substitute a Bachelor's degree in engineering, computer science or related technical discipline
with 16 years of practical experience working with the above technologies.

3.315 Information Engineer

Experience: Six years experience with a minimum of three of these veurs working with
CASE wols, system architectures, information requirements analysis, data base analysis, object
oriented analysis and design and information model development.

Education: Bachelor’s degree in electrical engineering, physics, computer science, or
operations research,

3.3.16 Senior Information Engincer

Experience: Six years experience with analysis of data bases and/or automated systems.
Four of the years with experience with automated CASE 1o0ls, system architectures, information
requirements analysis, data base analysis, object oriented analysis and design and information
model development. Three of the years as teamn leader/project manager leading a multi--
discipline team involved in Information Engineering efforts.

Education: Master’s degree in electrical engineering, or compuler science. You may
substitute a Bachelor’s degree in engineering, computer science or related technical discipline
with 10 years of practical experience working with the above technologies,

3.3.17 Senior Configuration Manager
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Experience: Six years employment performing configuration management duties. At
least two of the six years job experience performing Air Force Communications-Computer
Configuration Management duties. One year expenience as a Team leader.

3.3.18 Junior Configuration Manager:

Expericnce: Three years employment performing configuration management duties, Al
least one year job experience performing Air Force Communications-Computer Configuration
Management duties.

3.3.19 Senior Web Database Programmer:

Experience: Six vears practical experience in relation database (SQL Server or other)
design and integration. Six years experience in Open DataBase Connect (ODBC) programming
in one of the following languages: C, C++, or Java. Minimum of four years practical experience
in the design of Common Gateway Interface (CGI) programs and HTML pages. Four years
experience in project management or in a team leader position,

Education: Master’s degree in computer science, cornputer information systems,
management information systems, or a Bachelor’s degree in one of the same arcas and over 9
years practical expenience working with the above technologies.

3.3.20 Web Database Programmer:

Experience; Three years experience in relation database (SQL Server or other) design
and integration. Three years experience in Open DataBase Connect (QDBC) programming in
one of the following languages: C, C+4+, or Java, Minimum of two years practical experignce in
the design of Common Gateway Interface (CGIY programs and HTML pages.

Education: Bachelor's degree in computer science, computer information systems,
management information systems, or 6 years practical experience working with the above
technologies,

3.3.21 Senior Communications-Computer Systems Analyst:

Experience: The person must have knowledge of an Air Force Commumications-
Computer Systems Planming office with experience in managing project development,
documenting requirements, analyzing current capabilities, determining possible technical
solutions, documenting the solution, creating briefings and documents to obtain funding and
approval and managing project implementation.

Education: Master’s degree in Computer Science, Information Systems, Information
Management or other related disciphne (i.e. Mathematics or Electronics Engineer) is required. A
Bachelor’s degree in Computer Science, Information Systems, Information Management or other
related discipline (i.e. Mathematics or Electronics Engineer) with ten years employment as an
Air Force Communications-Computer Systems planning team member can be substituted for the
Master’s degree. '
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3.3.22 Junior Commuonications-Computer Analyst:

Experience: The person must have knowledge of an Air Force Communications-
Computer Systems Planning office with experience in managing project development,
documenting requirements, analyzing current capabilities, determining possible technical
solutions, documenting the solution, creating briefings and documents to obtain funding and
approval and managing project implementation,

Education: Bachelor's degree in Computer Science, Information Systems, Information
management or other related discipline {i.e. Mathematics or Electronics Engineer) is required. A
mimmum of etght years of Information systems job experience can be substituted for the
Bachelor’'s degree.

3.3.23 Associate Commumications-Compuler Systemns Analyst:

Education: Associate’s degree in Computer Science, Information Systems, Information
Management or other related discipline is required. A minimum of four years of Air Force
Communications-Computer Systems planming job experience can be substituted for the
Associate’s degree.

3.3.24 Information Systems Securily Management Specialist

Experience: One yvear employment in an advisory computer security position with
expertise on the Joint DODHS/Cryptologic SCI systems Security Standard (JDCSISSS), usage of
the AIA Accreditation Packages (ACCPAC) software and the Air Force COMPUSEC
coordination and policy process are required.

3.3.25 Senior Repair technician

Expenience: Minimum five years expenience performing preventive maintenance,
diagnostic troubleshooting, and repair on multiple types of AFIWC equipment 1.e. Sun
Microsystems computing equipment, Hewlett Packard ponters, and Cisco networking equipment
or network cabling. ) Minimum two years experience in a supervisory or tcam chief position,

Education: Technician has training documentation to perform preventive maintenance,
diagnostic troubleshooting, and repair on govertment identified equipment. Technician has
training documentation for project or office management.

3.3.26 Jumior Repair technician
Experience: Minimum three years experience performing preventive maintenance,

diagnostic troubleshooting, and repair on government identified equipment equipment (i.e. Sun
Microsystems computing equipment, Hewlett Packard printers, and Cisco networking equipment
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or network cabling ). Minimum one year experience with direct customer sales or customer
SUppOTt poOsHion,

Education: Technician has training documentation to perform prevenive manenance,
diagnostic troubleshooting, and repair on government identified equipment,

3.3.27 Associate Repair technician

Experience: Minimum one year experience performing preventive maintenance,
diagnostic troubleshooting, and repair on government identified equipment equipment (i.e. Sun
Microsystems computing equipment, Hewlett Packard pronters, and Cisco networking equipment
or network cabling.). Minimum one year experience with direct customer sales or customer
support position. Experience can be met with one year in a combined position, t.e. Help desk
and repair position,

Education: Technician has training documentation to perform preventive maintenance,
diagnostic troubleshooting, and repair on government wdentified equipment.

34 Analysis
34.1 Modeling and Simulation
34.1.1 Associate Software Engineer

Expenence: Working knowledge of higher order computer languages, and experience on
SUN, Sihcon Graphics, 1BM, and VAX computer systems under their respective operating
systems,

3.4.1.2 Assistant Software Engineer

Experience: Two years expenience in the field of computer software technology.
Working knowledge of bigher order computer languages, and experience on SUN, Silicon
Graphies, IBM, and VAX compuier systems under their respective operating systems.

Education: Bachelor's degree in Computer Science or Software Technology.
3.4.1.3 Software Engineer

Experience: Four years expenence in the field of computer software technology.
Waorking knowledge of FORTRAN, C, C++, and other higher order computer languages, as well
as experience on IBM, SUN, Silicon Graphics, and VAX computer systems under their
respective operating systems. Two years programming experience with a minimum of one of

those years working with automated CASE tools and/or structured programming techniques
and/or object oriented analysis and design.

Education: Bachelor’s degree in Computer Science or Software Technology.
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3.4.1.4 Senior Software Engincer

Expenience: Eight years expertence in the field of computer software technology.
Extensive working knowledge of FORTRAN, C. C+4+, and other higher order computer
fanguages, as well a3 expenence on IBM, SUN, Siticon Graphics, and VAX computer systems
uncer their respective operating systems. Four of those years with experience with analysis of
data bases and/or automated systems. Four years experience working with CASE tools and
structured programming techniques, databases and/or object oriented analysis and design, Three
of the years with team leader/project manager experience leading a muiti-discipline team
involved in software engineering efforts.

Educanon: Master's degree in Computer Science or Software Technoiogy.

34.1.5 Modeler

Experience: Four years experience in the fieid of the computer modeling of both radar
and Infrared guided Surface-to-Air Missiles (SAM's), radars, aircraft, ECM, ECCM, IRCM and
IRCCM. Working knowledge of SAM technology, radar theory, ECM, ECCM, IRCM. IRCCM,
aircraft electromagnetic spectrum Signatures, and damage mechanism representation,

Education: Bachelor’s degree in electrical engineering, physics, computer science, or
operations research. ‘

34.1.6 Senior Modeler

Experience: Eight years experience in the field of the computer modeling of both radar
and Infrured guided Surface-to-Air Misstles (SAM's), radars, aircraft, ECM, ECCM. IRCM, and
IRCCM. Extensive working knowledge of SAM technology, radar theory, FCM, ECCM, IRCM,
IRCCM, aircraft electromagnetic spectrurm signatures, and dumage mechanism representation.
Three of the years with team leader/project manager experience leading a multi-discipline tcam
involved in software modeling effons,

Education: Master’s degree in electrical engineering, physics, computer science, or
operations research.

3.4.1.7 Simulation Technologist

Experiencer Four years experience the field of real-time, time dependent simulations of
interactive and reactive events. Working knowledge of synthetic environments and system
requirements to implement simulations of real-world events. Working knowledge of distributed
simulation protocols including Distributed Interactive Simulution (DIS), Agaregate Level
Simulation Protocol (ALSP), and High Level Architecture (HLA). Working knowledge of
Object Oriented design principles and Common Object Request Broker Architecture (CORBA),
Working knowledge of Wide Area Network (WAN) principles and netwaork configurations,
including hardware and software resources. Capable of translating basic needs into a system
design which satisfies requirements.
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Education: Bachelor’s degree in electrical engineening, computer engineenng, system
engineering, Or computer science. ‘

3.4.1.8 Senior Simulation Technologist

Experience: Eight years experience the field of real-time, time dependent simulations of
imteractive and reactive events. Working knowledge of synthetic environments and system
reguitements o implemnent simulations of real-world events. Working knowledge of distributed
simulation protocois including Distributed Interactive Simulation (DIS), Aggregate Level
Simulation Protocol {ALSP), and High Level Architecture (HLA). Working knowledge of
Object Oriented design principles and Common Object Request Broker Architecture {CORBA).
Working knowledge of Wide Area Network (WAN) principles and network configurations,
including hardware and software resources. Capable of translating basic needs into a system
design which satisfies requirements. Three of the years with team leader/project manager
experience leading a multi-discipline team involved in distiibuted simulation efforts,

fiducation: Master’s degree in electrical engineering, computer engineering, syslem
engineering, or computer science,

342 Flagging

3421 Electronic Warfare (EW) Engineer

Experience: Six years of EW systems design experience and a minimum of three vears
experience specificaily with radar warning receivers or jammers.

Education: Bachelor's degree in electrical engineering or physics,

3.4.2.2 EW Programmer

Expenience: 5ix years experience in C und C++ programming, X windows environment,
UNIX operations/systems/software, Solaris operating system and SUN hardware/software.

Education: Bachelor’s degree in electrical engineering, physics, computer science, or
operations research.

1.5 {Reserved)

3.6 Information Warfare

3.6.1 Data Base Information Production Job Skills
3.6.1.1 Senior Information Production Analyst

Experience: Twelve years military intellipence experience in either Signals Intelligence

with Surveillance and Waming Center Supervisor or Similar focus, General intelligence as a
Targeteer, or advanced experience in Counter-Intelligence.  Five of those years with experience
as a wam-leader or supervisor of multi-disciplined intelligence professionals. Extensive working
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knowledge in roles of the intelhigence community and has the ability to perform imelligence
research using all availzble sources of information, including but not limited 10 MICROWEDR,
LINKS AND NODES, XARS, 53D, DB, and Intelink. Working knowledge of basic operating
systems {Windows, UNIX, DOS) and shell programming. Extensive working knowledge of the
tools of Information Warfare: OPSEC, PSYOP, Electronte Warfare, Deception, Destruction, and
Information Attack.

3.6.1.2 Information Production Analyst

Experience: Six years military intelligence expenence in either Signals Intelligence,
Generad inteligence with a targeting focus, or Counter-Intelligence, Knowledge in general roles
of the intelligence community and has the ability to perform intelligence rescarch using all
available sources of information, including but not hmited to MICROWER, LINKS AND-
NODES, XARS, 5D, IDB, and Intelink. Working knowledge of basic operating systems
(Windows, UNIX, DOS) and shell programming. Extensive working knowledge of the tools of
Information Warfare: OPSEC, PSYQP, Electronic Warfare, Deception, Destruction, and
Information Attack.

3.6.2 Data Base Applications and Systems Job Skills
3.6.2.} Senior Information Data Analyst

Expenence; Twelve years military intelligence experience in either Signals Intelligence
with Surveillance and Warning Center Supervisor or Similar focus, General intelligence us &
Targeteer, or advanced expenence in Counter-Intelligence.  Five of those years with experience
as o team-leader or supervisor of mulii-disciplined intelligence professionals. Extensive working
knowledge in roles of the intelligence community and has the ability to perform intelligence
research using all available sources of information, including but not limited to MICROWERB,
LINKS AND NODES, XARS, 5D, IDB, and Intelink. Working knowledge of basic operating
systems (Windows, UNIX, DOS) and shell programming, Extensive working knowledge of data
analysis and data modeling for development of new data schemas or mapping from one dita base
to another.

3.6.2.2 Applications Programmer
Experience: Six years programming experience in soflware system development from
design through test and implementation. A minimum of three years programming experience in

fanguage (e.g., FORTRAN, C, or C+4), data base, GUI builder or graphics software.

Education: Bachelor’s degree electrical engineering, physics, computer science, or
operations research.

3.6.2.3 Assistant Applications Programmer

Expenence: Two years programming experience in language {¢.g., FORTRAN, C, or
C++), data base, GUI builder or graphics sofiware.
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Education: Courses at technical school, college course or military schools related to
software or programming.

3.6.2.4 Senior Systems Analyst, Intelligence

Experience: Light years experience with analysis of databases and/or automated systems,
A minimum of three years of this experience as team leader or project manager leading a mulu-
discipline team involved in analysis of data bases and object ortented design and/or automated

SYSiCms.

Education: Master’s degree in electrical engineering, physics, computer science, or
operations research,

3.6.2.5 Systems Analyst, Intelligence

Experience: Six years programming experience with & minimum of three of those vears
working as 4 data base analyst.

Education: Bachelor’s degree in electrical engineering, physics, computer science, or
operations research.

3.6.3 Data Base Intelhigence Production Job Skiils
3.6.3.1 Senior [melligence Production Analyst

Experience: kight years expenence in an intelligence discipling, o include research and
analysis, intelligence collection techniques (including open source), and intelhgence-based

reporting techniques. Experience in a management or supervisory position. Working knowledge
of UNIX.

Education: Bachelor’s degree. Six months cumulative mlitmry or intetligence
communily training in an intelligence discipline.

3.63.2 Imc:!hg:,mm Production Analyst

Experience: 5ix years experience in an intelligence discipline, to include research and
analysis, intelligence collection techniques, and intelligence-based reporting techniques.
Waorking experience in open source using the Internet. Working knowledge of UNIX.

Education: Bachelor’s degree. Six months cumulative military or intelligence
community training in an intelligence discipline.

3.6.3.3 Associate Intelligence Production Analyst
Experience: Four years experience in an intelligence discipline, to include research and

analysis, intelligence collection techniques, and intelligence-based reporting technigues.
Waorking experience in open source using the Internet.
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Education: High School graduate or GED equivalent, Six months cumulative military or
intelligence community training in an intelligence discipline,
3.6.4 Data Base Technical Production Job Skills
3.6.4.1 Senior Technical Production Analyst
Experience: Eight years experience in the areas of ECM, Communications, EO/IR.
Radar, Radar Cross Section, or EQ/IR Signatures. A minimum of three of these years us u tcam
leader or project manuger,
Education: Master’s degree in electrical engincering or physics,

3.6.4.2 Technical Production Analyst

LExperience: Bix years expenence in the areas of ECM, Communications. EQ/IR, Radar,
Radar Cross Section, or EOQ/IR Signatures,

Education: Bachelor's degree in electrical engineering or physics.
3.6.4.3 Associate Technical Production Analyst

Expenence: Four years experience in the areas of ECM, Communications, EQ/IR. Rudar.
Radar Cross Section, or EQ/IR Signatures.

Education: Bachelor’s degree in electrical engineering or physics,
3.6.4.4 Assistant Technical Production Analyst

Experience: Two years experience in the areas of EC
Radar Cross Section, or EO/IR Signatures.

"M, C(‘)mmu.nic:uti::ms. EO/AR, Radar,

Education: Buchelor’s degree in electrical engineering or physics,
3.6.4.5 Information Researcher

Experience: Two years experience in EW or C2W data research and acquisition and/or
data entry,
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AQOS
ADO6
ABD7
ADOB
ADO9
AOQA
AOCR
AKK
ADGD
AQOE
AQOF
ANIG
ADGH
ADO}
AQOK
ANIL
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ADON
ADOP
AD0Q
AGOR
AOOS
ANOT
ADDL
AQDY
ADOW
ADDX

DI-MGMT-B0004
IM-TL55-80143
DI-MCGMT-R0368
DI.ILSS-80395
DI-ADMN-80447
DI-MGMT-80501
DI-MISC-80508
DI-NDTI-80566
DI-CMAN-B0858A
DI-FNCL-80912
DI-MISC-80919
PI-MOMT-81117
DI-ADMN-81250A
DI-ADMN-E1313
DI-ADMN-E1373
DI-1IPSC-81427
DI-IPSC-81433
DI-IPSC-81434
DI-IPSC-B1435
DI-IPSC-B1436
DI-IPSC-81438
DI-IPSC-81440
DI-IPSC-81441
DI-IPSC-B1442
DI-IPSC-81443
DI-ILS5-81522
D-11.55-81523
DI-FNCL-50003
DI-MGMT-80227
DI-FNCL-80331
DI-MGMT-81453
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MANAGEMENT PLAN

TRAINING PLAN (CONTRACTOR)

STATUS REPORT

INTEGRATED SUPPORT PLAN

CONTRACT SUMMARY REPORT
CONTRACTOR'S CORRECTIVE ACTION PLAN
TECHNICAL REPORT - STUDIES SERVICES
TEST PLAN

CONFIGURATION MANAGEMENT FLAN
PERFORMANCE AND COST REPORT
IMPLEMENTATION PLAN

TECHNICAL AND MANAGEMENT WORK PLAN
REPORTS/MINUTES(CONFERENCE)
PROGRESS REPORT

PRESENTATION MATERIAL

SOFTWARE DEVELOPMENT PLAN
SOFTWARE REQUIREMENTS SPECIFICATION
INTERFACE REQUIREMENTS SPECIFICATION
SOFTWARE DESIGN DESCRIPTION
INTERFACE DESIGN DESCRIPTION
SOFTWARE TEST PLAN

SOFTWARE TEST REPORT

SOFTWARE PRODUCT SPECIFICATION
SOFTWARE VERSION DESCRIPTION
SOFTWARE USER MANUAL

COURSE CONDUCT INFORMATION PACKAGE
TRAINING CONDUCT SUPPORT DOCUMENT
MAN HOURS EXPENDITURE CHART
CONTRACTOR'S PROGRESS, STATUS & MANAGEMENT RFT
FUNDS & MAN-HOUR EXPENDITURE REPORT
DATA ACCESSION LIST
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AlO1

A2

ADG3

ADO4

A5

ADOG

AQO7

AQOB

ADDS

ADOA

AQOB

ADOC

AOD

AJOE

ADGF

DI-MGMT-80004

DI-11.55-80143
DI-MGMT-80368

DI-TL.35-80395

DI-ADMN-$0447
DI-MGMT-80501

DI-MISC-80508

DI-NDTI-80566

DI-CMAN-B0B58A

DI-FNCL-80%12

DI-MISC-80919

DI-MGMT-81117

"D-ADMN-B1250A

DI-ADMN-81313

DI-ADMN-81373

MANAGEMENT PLAN 3.14;3.2.145;

TRAINING PLAN (CONTRACTOR) 3.2.1.5.3; 3.2.1.85;
3.2228,32.31,3251,3.2615, 32616

STATUS REPORT 3.26.13.2.6.2: 3.2.6.3, 3.2.6.14; 3.2.6.16

INTEGRATED SUPPORT PLAN 31.2.1.1.2:3.2.1.5;
3218332 188,32221.2,3242:3243,326.1;
1.2.6.2.3.2.6.3;

CONTRACT SUMMARY REPORT 3.1.6;
CONTRACTOR’S CORRECTIVE ACTION PLAN 3.1

TECHNICAL REPORT - STUDIES SERVICES 3.2.1.1;
32101 3211332125 3.21.2.203.2.1.3.1; 3.2.1.3.2
32133,32.14.1,32142 32,144, 3.2.1.4.5; 3.2.1.5
121.5.0,3215,32153,321.6, 3217, 30188
IZABNIZABA32186,321.87,3.2.1.8.8,3.2.1.89;
322210322202, 322.2.1.5:3.222.1 4, 32223,
32224,32225 3222632227, 3222832229,
3240324132412, 3.242,124.3, 3,244, 3.2.4.5;
3246,3247,3248,32513.2523261,3267;
3.2.6.3,3.2.6.10, 326115 3.2.6.12, 3.2.6.13; 3.2.6.16

TESTPLAN 32113, 3.2.1.2.2, 3.2.14.3; 32145, 3.2.1.51;

122.23,327226,3244:3252,32.62, 126332610,
12611 3.2.6.12;

32229 32614
PERFORMANCE AND COST REPORT  3.1.2.1: 3.2.4.4:

IMPLEMENTATION PLAN 3.2.1.5.3; 3.22.2.1.2: 3.2.4.1;
3.24.2:326.1;3.2.6.3,3.2.6.13; 3.2.6.14

TECHNICAL AND MANAGEMENT WORK PLAN 3.2.1.2.1;
3218132186, 3252, 3.2.6.12; 3.2.7,

REPORTS/MINUTES (CONFERENCE)
3222832615

30403153216,

PROGRESS REPORYT 32121,

PRESENTATION MATERIAL 3.1.5;3.2.11.3;3.23,1,3.23.2:
32479248,
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ATTACHMENT 1 TQ bD FORM 1423 CONTRACT DATA REQUIREMENTS LIST (BLOCK 3)
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ADGG

ADCH

ADOI

AQOK

AQOL.

AM

AQON

ADOP

DI-IPSC-81427

DI-IPSC-81433

DIIPSC-81434

DIIPSC-81435

DI-IPSC-81436

DI-IPSC-81438

DI-IPSC-81440

DI-IPSC-B1441

SOFTWARE DEVELOPMENT PLAN 32,113 32147
1214332182, 3.2.187:3.22.2.1.1,3.2.221.2,3. 22215,
122214 32223 1.2.2.2.4, 3222632228, 3240
3.24.1.1:3.2472, 3243, 3244, 3247, 3264, 3265,
3.2.6.6,3.2.6.7,3.2.6.8,3.2.6.9;

SOFTWARE REQUIREMENTS SPECIFICATION 3.2.1.L.3;
12142 32143 321,82 32187, 322211, 32221
3222133.2221.4,3.2.223,3.2.2.2.4,3.22.2.6, 3.22.2.8,
124.1:3.241.1,324.2:3243,3244;3247. 3264,
1.2.6.5,3.2.6.6,3.2.6.7,3.2.68,32.69,

INTERFACE REQUIREMENTS SPECIFICATION 3.2.1.1.3;
321.4.2:3.2.143;32.18 32187, 32220 32221
322210 3222.44,322273,3.2.22.4; 12212632228,
32.41:32411,324.2,32453,3244,324732.64
1265 3266 12673268 1260,

SOFTWARE DESIGN DESCRIPTION 3.2.1.1.33.2.14.2;

3.2.6.6:32.67, 3268, 3269, 3.26.16

INTERFACE DESIGN DESCRIPTION 32.1.13,3.2.14.2
1214332182 32187,32221.1;,32.221.2,3.222.1.%
42.221.4,32223,32224,322.2.6 3222833241,
12.41.1,3.242:3243,3.244,3.247,3.2.64,3.2.65; 3.2.6.6,
3.2.6.7,3.2.6.8 3.2.69,32.6.13

SOFTWARE TEST PLAN 3.2.1,1,3:3.2.1.4.2, 32,143, 3.2.1.8.2,
32.1.87,3.22.2.1.1: 322212, 3.2.2.2.1.3; 322214, 3.2.2.2.3,
1.2.2.2.4, 32226, 32228, 324.1;3.2.41.1; 3.24.2, 324,

SOFTWARE TEST REPORT 3.2.1.1.3:3.2.1.42; 32,143
1218232187, 3222113322212, 322213, 32221 4;
$.2229:3.27224:32226:3.2228.3.24.1, 324113242
3.24.3:32.44 3247, 3264 32653266 3.267, 3168
31.2.6%: 3.2.6.16 ¢

SOFTWARE PRODUCT SPECIFICATION 3.2.1.1.3,3.2.1.4.2
32143 32182,321.87,3.2.22.1.,3.2.22.1.2, 322205
32.2214;322223;,32224,32226 32228 3124%
3.2.4.1.1,3.24.2: 3243, 3.24.4,32.4.7, 3.2.6.4; 1.2.6.5, 3.2.6.6
3267,3268 3269,
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AQOQ

ACOR

ADOS

AOOT

AOOU
AGOV

AQOW

ADOX

DI-{PSC-81442

DI-IPSC-81443

PI-IL55-81322

DI-I1.55-81523

DI-FNCL-80003

DI-MGMT-80227

DI-FNCL-80331

DI-MGMT-81453

SOFTWARE VERSION DESCRIPTION  3.2.1.1.3; 3.2.1.4.2;
321433218 321.87,3.2221.1,3.22.21.2,3.22.21.3;
322320432225, 3.22.2.4, 32226, 3.2.2.2.8, 3.24.L
324113,3242,3243,3244,3247,32.64,3.265 3.26.4
3267, 3268 3.2.69; '

SOFTWARE USER MANUAL  3.2.1.1.3;3.2.1.4.2;3.2.1.4.3%;
A2V EL 32 R 0200322202, 3.2.22.1.3:3.0.221 4
32223,32224,32226,32228,324.1:3241.1,3.242
3243, 3.244,3247,3.264,3.265,3.266,3267,326.8;
3.2.6.9:

COURSE CONDUCT INFORMATION PACKAGE 3.2.1.5.3;
3.2.3.1, 3,232 3.2.5.1;, 3.2.6.15; 3.2.6.16

TRAINING CONDUCT SUPPORT DOCUMENT  3.2.1.5;
3205332185 3.2.2.2.8,3.23.1; 3.23.2, 3251 32615,
3.2.6.16

MAN HOURS EXPENDITURE CHART 3.1.2.1,3.1.5, 116
3.2.6.13;3.2.6.14; 3.2.6.15; 3.2.6,16

CONTRACTOR'S PROGRESS STATUS & MGMT RPT 3121,
31550632613, 3.2.6.14: 3.2.6.15; 32616

FUNDS & MAN-HOUR EXFENDITURE REPORT 3.1.5;3.1.6

DATA ACCESSIONLIST 3.1.4
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LT PEUIRED sce block 16 | See block 16 v cones | |
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submit on 3.5 disk using word 6.0 or appropriate media, Dist auth to DOD H
components only. Refer other requests to AFIWC/MSP, 16, TOTAL e A s
L. DATA (TEM NO, | 2. TITLE DF BATAITEM ‘ 3. ATITLE v lir. prace arour
ADOP SOETWARE PRODUCT SPECIFICATION S
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components only; Refer other requests to AFIWC/MSP, © ] ih, TOTAL v : SRt
1.DATA ITEM NO, | 2. YITLE OF DATA ITEM 3. SUBTIMLE v |12, puce aour |-
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DEPARTMENT OF THE AIR FORCE -
AIR INTELLIGENCE AGENCY

26 May 98

MEMORANDUM FOR 668 1L.5/PKS
FROM: AFIWC/MSP

SUBIJECT: Base Support for Engincering & Technical Services Support (ETSS)
Solicitation

1. Government Fumnished Equipment (GFE) for on site facilities for each contract laborer
will include a semi-private work area equipped with a desk, chair, phone, access to a
computer equipped with an office suite of software connected to a LAN, access to
facsimile machines {secure and unsecure), use of reproduction equipment, and access to a
STU-TIL

2. Please call me at 6-4819 if you have any questions.

=zl

Contract Officer’s Representative

F41621-99-D-7700
ATTACHMENT 2




