AIR INTELLIGENCE AGENCY

THIS IS AN EXCEPTED SERVICE POSITION

CIVILIAN INTELLIGENCE PERSONNEL MANAGEMENT SYSTEM (CIPMS)

VACANCY ANNOUNCEMENT NUMBER:
CCSV04-018E18

POSITION TITLE, SERIES, and GRADE:
Electronics Engineer, GG-0855-13 or


Computer Scientist, GG-1550-13 

ORGANIZATION, LOCATION AND 
Air Intelligence Agency (AIA)

DUTY STATION:
92nd Information Warfare Aggressor Squadron


San Antonio TX

WHO MAY APPLY:
All qualified US citizens

AREA OF CONSIDERATION:
Worldwide 

OPENING DATE:  14 October 2004
CLOSING DATE:  27 October 2004

POINT OF CONTACT: Customer Service Desk, AIA/DPC, 321 Hof Street, San Antonio, TX 78243-7129 

( (210) 977-2716 or DSN 969-2716.

SPECIAL REQUIREMENTS/CONDITIONS:  This position has been designated for drug testing.  If you are selected for this position you may be subject to urinalysis testing prior to appointment and you will be subject to random urinalysis testing as a condition of employment.  Individual selected will be subject to a Single Scope Background Investigation (SSBI) and must be able to acquire and retain a Top Secret (TS) clearance with Sensitive Compartmented Information (SCI) access in order to fully perform the duties and responsibilities of this position.  Incumbent may be required to take a periodic polygraph examination.  Air Force requires all employees to sign up for Direct Deposit (Sure Pay) with a Financial Organization. Position may require temporary duty travel (TDY) within and outside the continental U.S., utilizing any or all modes of transportation, both commercial and military.  This is a Key Position.  Incumbents must be removed from their military recall status if alternatives for filling the position during an emergency are not available.

BASIC REQUIREMENT (Transcripts Required):

Electronics Engineer:  Professional Engineering Degree.  To be acceptable, the curriculum must be in a school of Engineering with at least one curriculum accredited by the Accreditation Board for Engineering and Technology (ABET) as a professional engineering curriculum.

Computer Scientist:  Bachelor’s Degree: with 30 semester hours in a combination of mathematics, statistics and computer

science.  At least 15 of the 30 semester hours must have been in any combination of statistics and mathematics that included

differential and integral calculus.

SPECIALIZED EXPERIENCE:  In addition to meeting the basic requirement, applicant must have one year of specialized experience equivalent to at least the next lower grade level.   Specialized experience is experience that equipped the applicant with the particular knowledge, skills, and abilities to perform successfully the duties of the position, and that is typically in or related to the work of the position to be filled.

DUTIES:  Incumbent serves as the Air Force information systems security technical officer for computer system and network vulnerability assessments, penetration testing, red team support, and computer security guidance to system developers in support of the Information Protect (IP) mission of the 92 IWAS.  Provides consulting and technical assistance on complex or unusual technical features, operational capabilities, and reliability characteristics of IP equipment.  Evaluates and assesses leading edge technology security products to ensure that assessment teams have the appropriate tools and knowledge to assess systems using these products.  Assesses information systems for security requirement compliance.  Reviews security certification and accreditation plans, security test and evaluation (ST&E) plans and results, risk analysis, and other documents submitted by program offices or test organizations.  Recommends and justifies security certification or revocation.  Conducts computer system or network vulnerability assessments.  Serves as a team leader for complex assignments and projects (vulnerability assessments, red teams, technical teams conducting penetration tests on computer systems and  networks, etc.)

KNOWLEDGE, SKILLS AND ABILITIES:  Knowledge of IP techniques and technologies, communications security (COMSEC), computer security (COMPUSEC), emanations security (EMSEC), and operations security (OPSEC), penetration techniques, computer systems, digital communications systems, network protocols, and computer architectures to complete system and product reviews, prepare for exercises, and develop new or modified work methods, processes or information protect procedures.  Knowledge of the interaction between security systems, products and communication, computer, telephone, network systems to determine applicability of technology reviewed.  Knowledge of testing principles and processes to include developing test plans, procedures, and documenting test results.  Ability to plan, conduct, and record surveys and inspections.  Knowledge and skill in applying analytical and evaluative methods and techniques to issues or studies concerning the efficiency and effectiveness of program operations.  Knowledge of principles and practices of team building and ability to organize and lead study or project teams.  Knowledge of methods and techniques of fact finding, analysis and resolution of  complex problems, and the ability to develop action plans to solve problems.  Ability to discuss and present program objectives, managerial tasks, and technical information verbally and in writing to management and professional people in other government agencies.  Ability to meet and deal with customers using a high degree of tact and diplomacy.

Appropriate Qualification Standards may be reviewed in any Civilian Personnel Office

EXTERNAL APPLICATION PROCEDURES:

1.  Submit application  (OF 612 or personal resume) to AIA/DPC, 321 Hof Street, San Antonio TX 78243-7129. Applications must be post marked by the closing date if mailed!  For your convenience, you may e-mail your resume after virus scanning to: resume@lackland.af.mil  (If your browser is capable, just click on the address, start your e-mail).  If you are not able to email attachments such as DD Form 214, college transcripts, VA letters, etc, mail them to the above address.    Please include the announcement number on each page being submitted.

PLEASE VIRUS SCAN YOUR APPLICATIONS OR RESUMES BEFORE SUBMITTING BY 

E-MAIL!
2.  Proof of Veteran’s Preference.  Eligible veterans must also submit:

      a.  Copies of military discharge (DD Form 214) covering all military periods and indicating character of discharge.

      b.  Standard Form 15 (if applicable), Application for 10-Point Veteran Preference, and a letter furnished by the Department of Veterans Affairs for use in establishing Civil Service preference.  This letter must state the percent of disability and cannot be more than 1 year old.

3.  Current Federal employees must also submit:

      a.  Standard Form 50, Notification of Personnel Action, showing current position title, series and grade.

      b. Current Civilian Performance and Promotion Appraisal.

c. Career briefs if applicable within the agency.

       4.  Submit College Transcripts (if applicable).  See “Basic Requirements” on Page 1. 

Applications received without the proper forms will not be considered.

THE LIST OF ELIGIBLES ESTABLISHED UNDER THIS ANNOUNCEMENT MAY ALSO BE USED TO FILL OTHER POSITIONS OF LIKE SERIES AND GRADE IN ORGANIZATIONS SERVICED BY HQ AIA/DPC.

APPLICATIONS WILL BE CONSIDERED WITHOUT REGARD TO RACE, COLOR, RELIGION, SEX, NATIONAL ORIGIN, AGE, MARITAL STATUS, PHYSICAL HANDICAP, POLITICAL AFFILIATION, OR ANY OTHER NONMERIT FACTOR.  

VISIT OUR WORLDWIDE WEB PAGE AT http://aia.lackland.af.mil/homepages/dp/
DEPARTMENT OF THE AIR FORCE IS AN EQUAL OPPORTUNITY EMPLOYER

